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FRCS RMF Self-Assessment Tool (R-SAT)

The RMF Process can be A resource to aid System Owners with RMF
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R-SAT Overview
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R-SAT Process

R-SAT
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R-SAT Outputs
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Step 0 — Register System in eMASS step 0

System Registration

“ Welcome: ANGELA ATKINS Last Login: 05

eVMASS

Office of the Secretary of Defense (OSD)
Enterprise Mission Assurance Suppert Service

Home - Welcome to eMASS

Home ¥ Authorization ¥

Authorization Process

), Search Systems Recent Systems List

o
New System Registration Authorization R_S} \T

Acronym Version Status

~ . a \
W Resume Registration (2)

~ *TEST™ MC4800-CS-PE-1-AA Contro [Wot Vet Rithorized]
A¥ rackage Import System
'{ Platform
&‘L Template Import Endave (PE)
*TEST* MC4800-CS-UCS-NI-A utility [Not Yat Alithorized]
Reports Control
System
#% Executive Reports (UCS)
*TEST™ MC4800-CS-BCS-1-AA Building [Not Yet Authorized) S m | f F m
sy System Reports o v SR ySte n 0 Or
‘ Package Reports System
(BCS)
*TEST™ MC4800-CS-FLS-NI-A Fire & Life [Not Yet Authorized|
Safety
System
(FLS)

*TEST™ MC4800-CS-ESS-NI-A

>4 Data Collection Data Entry for R-SAT
1 (optional) auto-populated fields
n eMASS Home
SERDP+ ESTCP
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Step 1 — Categorize System

Step 1

CATEGORIZE SYSTEM

v

v

Determine the Confidentiality-Integrity-Availability
Security Assurance Level using NIST 800-60 Vol 1 & 2
and referencing FRCS Master List

Security Cat Form

FRCS Information Types

Provisional Impact Level

User Adjusted Information Types

User Adjusted Impact Levels
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Step 2

Step 2 — Select Controls SeLECT

Security Controls

Baseline Controls based on CNSSI 1253
User option for applying overlay to tailor population of form
Populated standard responses to template fields

1_|***** Undlassified//For Official Use Only ****] .

: EE Control Information Form

.

5 Control I iop Plan M SICM SICM

& _ Control _|Control Title| _Control Common_| Security N/A Estimated | Comments i Criticality | Frequency | Method | Reporting | Tracking SLCM

7 |AC-1 Access Control| Description:  |Planned CRWG White

g AC-2 Account Description: Planned CRWG Yellow

9 Automated Description:  |Planned CRWG White

0 Removal Of  [Description:  [Planned CRWG White

1 Disable Description:  |Planned CRWG White

] Control Info Form
7 Inactivity Description: Planned CRWG White

1 AC-2T Role-based  [Description:  [Planned CRWG White

5 A2 G| Descripn Planned CRWG White

16 | AC-2010) Description:  |Planned CRWG Yellow

7 A2 Usage Descipton: | Flanned CRWG Vellow

15 AC-2012) Account Description:  |Planned CRWG White

19 |AC-2013) Disable Desciiption: | Planned CRWG Yellow

20 |AC-3 Access. Description:  |Planned CRWG Yellow

21 AC-34) Discretionary  |Description: Planned CRWG White

2 |AC-4 Information Description:  |Planned CRWG Yellow

2 |ACS Separation Of |Desciption: | Planned CRWG White .

e CNSSI Baseline Controls User Selected Overla
25 AC-6(1 Authorize Description:  |Planned CRWG Yellow y
2% |ACB2) Non-priviieged | Description: | Planned CRWG Yellow

27 |AC-6(3) Network Description:  |Planned CRWG Yellow

28 |AC-6(5) Privileged Description:  [Planned CRWG Yellow

29 |AC-6(T) Review Of User [Description: ~ |Planned CRWG Yellow

30 |AC-6(8) Privilege Description:  [Planned CRWG Yellow

31 |AC-BE) AudiingUse |Description: | Planned CRWG White. 4— .

3 |AC-8(10) ProhibitNon-  [Description:  [Planned CRWG Yellow

e b o Implementation Plan
3 |ACE SystemUse | Description: | Planned CRWG White

35 |AC-10 Concurrent  |Description:  [Planned CRWG White

36 AC-T SessionLock |Description: Planned CRWG White

37 |AC-TI1) Pattern-hiding |Description:  |Planned CRWG White

3 |AC2 Session Desciiption: | Planned CRWG Yellow e

39 |AC-121) User-initiated |Description:  |Planned CRWG Yellow

L Continuous Monitoring Strategy SERDP - ESTCR
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Step 3

Step 3 — Implement Controls IMPLEMENT

Security Controls

CCls for Baseline Controls based on CNSSI 1253
Several User options for tailoring population of form
Populated Test Results to template fields

a B (& 0 3 F E H ! ! ‘
4 |***** Undassified/ /For Official Use Only *****

Exported on 27-Dec-2018 by AURA KEATING

Test Result Import Template: Test for Moderate vs High Te St Re SuU |t E X p () rt FO rm Prowdedbyel

(System Type: Platform IT System, DoD Component: USCG)

8 Control / AP Information Enter Test Results Here Latest Test Results
Control . AP L Implementation Compliance Compliance
Control Information ca i Definition 3 Assessment Procedures DateTested |  Tested By Test Results DateTested | Tested By Test Results
o | Numbe ~ {Acrony= — - Guidance - status || < - - status ° - - ( ( I I e S Re S u It EX o rt FO r m
AT Descrption: AC-13  [O0000T | The organization | The organzation being | The organization conductng the
The crganization develops and d|
2. Develops, documents, and disseminates to a devel
(Assignment: arganization-dsfined persannel or
roles]: hs . d
1 i o
soope, toles, responsibilties, management licy th:
s commitment, coordination among organizational 3 i
i i d
= Desoription A4 [00000Z
The organization:
a. Develops, documents, and disseminates to an the
(Assignment: organization-defined persannel or
roles] roles. bty to al L
1. in access contol policy that addresses purpose, DoDhas definedthe organization being
0 I al

[ T e - CNSSI Baseline Control CCls .
2 » e ™~ User Selected Tier 1 & 2 Controls

scope, oles, responsibilties, management d d d
i ommitment, coordination among organizational controls. controls. i d
AC-1 Descipti AC-16 [0000CS [Th Th

The orgar
. Develops, documents, and disseminatesto access

oI F | User Policy Templates

scope, oles, responsibilties, management d bil h
commitment, coardination among erganizational roles izai

entities, and compliance; and controls. DoD has defined |inspectedlassessed disseminates
2. Procedures to faciltate the implementation of the I [th il ]

A v e I M User Selected UFC 4-010-06
Test Results SERDP ESTCR

$% 10 SYMPOSIUM
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Baseline Control Summary

Baseline Control Summary provides User with a list of controls
applicable to the CIA Impact Levels and Overlay applied

R-SAT
T

— e
Baseline Control Summary

Control Info Form /

CNSSI Baseline Controls List

ol |

@

qo
\3
B
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Policy and Procedures Templates

Risk Management Framework
Access Control (AC)

Policy and Procedures
[FACILITY NAME]

Prepared for: [ORGANIZATION NAME]

DISTRIBUTION STATEMENT C

Govamenant Agancies
or requasts for thi

Far Officisl Use Osly (FOUO)

5 Contrcvl Contro -~

2. Account Management (AC-2)

s pllies ac procecurs for e |e;;>a users,

y be
l The :(14 Y x.: wa : ures mvm:n«c n xmx

wudt log |m o122,

The 1SS0 or designee will maintain a kst of authorized users on the Master Authorized User List (Master
AUL) [Excel file: Logsheets s/ Master ALIL] €0-000008. Orly authonized repeesentatives of the [FACILTY
whahave a missian,
system, wil access

acministrative, ar security funct FACILITY

i tothe asgned b function.
The Account Manager wil verfy training records and Lser's organization and functional roles price ta
3pprouing and authorizing access. Group accounts are nct lowed €C002116, €01-002129,

3. Access Enforcement (AC-3)
The Do Standard Natice of Consens
rnu«axu:a The
Notice of Cansent and AUP and the cortd
are FACILITY NAME]

d Acceptable Use Pollcy [AUP) for authortzed u
€] willrequire autharized users ta read and Sgn

Pollcy and Procedur

AC-5 Separation of Duties for Moderate Level systems:

Optional Templates

Confidentiality:
Low

Integrity:
Moderate

Remote Facility

Update Form

plemvl Assessment -

Availability:

n Test Results
Complianc ~ | Date Teste - | Tested B - |

Moderate

Test Results v

AC-1
The
organization

A NDavuanlanec

Description: AC-1.3 000001

The
organization
develops and
documents

AN Arrnce

SIPERC

The The organization
organization conducting the

being inspection/assessmen
inspected/as t obtains and

cacend

Compliant 04-Dec-2019 Doug Demo

Avaminac tha arcnce

12

The organization has developed and
documented RMF purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities.

Can Muanisicu NDalicms Aaciimant

SERDP+ ESTCP
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CCI Baseline Impacts

Control Baseline
ICS Overlay

Tier 1 Inheritance
Policy Templates & UFC

High: 1201
Moderate: 1177
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