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Short Course Description

DoD has adopted the Risk Management Framework (RMF) for all Information Technology
and Operational Technology networks, components and devices to include Facility-
Related Control Systems (FRCS). Most Installation Energy and Water ESTCP projects will
be required to follow the RMF and, depending on the objectives of the demonstration,
obtain an Authorization To Operate (ATO) on the DoD Information Network (DoDIN). The
RMF Navigate RMF Short Course is geared to help ESTCP Investigators and Project Teams
become familiar with the RMF process, understand the requirements and if/how they
apply and learn about the available resources. The course reviews control system basics,
protocols, how to use the NIST Risk Management Framework and the Cybersecurity of
Facility-Related Control Systems Design Guidance, guidance on what tools and methods
to use to inventory, diagram, identify, attack, defend, contain, eradicate and report a
cyber event/incident.
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0840-0850 Overview of the 6 Steps of the RMF for both IT and OT Systems
0850-0900 Introduction of Services and Agencies FRCS POC's, variations in ATO/eMASS
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Why the RMF is Important for ESTCP Projects:
Shodan Exploit Demo of Control Systems
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OT IP Based Controllers Are in Everything
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Main Exploits Research Videos Anniversary Promotion
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Shodan is to OT IP addresses as i8Google is to text search
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Shodan — Distech Search

166.141.136.68 HODAN - Computer Search E.. 3 Login

Vierizon Wireless

68.3ub-165.141.136.myvaw.com L2
HIT/1.0 401 Unmuthorized DicksSportingSEMS

~entent Length: 5¢ ‘ . . 7 -
. at =1 . heml Usemame:[

Password:

HTTP/1.0 401 Unauthorized

WWW-Authenticate: Digest realm="Niagara-Admin", gop="auth", algorithm="MD5",
nonce="UvdraWNmNDAWNjE10Dc4NzBhYTc5NjMyYzlkYTk3NTg1ZDQy"

Content-Length: 56

Content-Type: text/html

Niagara-Platform: QNX

Niagara-Started: 2013-8-3-4-11-32

Baja-Station-Brand: distech SERDP + ESTCP
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Overview of the 6 Steps of the RMF for
both IT and OT Systems
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ODASD(E) Cybersecurity Initiatives

CYBER
RANGES

MAAs CS APL
MOSAICS CS ARCH

O

Best Practices/
Collaboration

FRCS Cyber
Assessments/ Workforce/
Secure Systems Training

Planning Tools

Alignment with Federal, Industry Objectives
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DoDI 8500.01 and 8510.01 Update

Evolved into the Joint Task Force Transformation Initiative
Interagency Working Group (DoD, ODNI, NIST and CNSS),
ongoing effort to produce a unified information security
framework for the federal government
Used existing NIST Special Publications as basis fors

developing Joint Transformation core documents

Revised

DIACAP 8500

Series

Began as the IC Transformation effort to DoD is currently revising
standardize C&A in the IC and to address DoDD 8500.01, DoDI 8500.02, and DoDI 8510.01
reciprocity with DoD. to align with NIST Joint Task Force documents

Transition Bottom Line - DoD will continue to follow the DoD 8500 series documentation for information assurance and risk
management processes, procedures, and guidance SERDP + ESTCP
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RMF for DoD IT

DoDI 8510.01 “Risk Management Framework for DoD IT”
- Provides clarity regarding what IT should undergo the RMF process and how

DoD Information Technology

Information Systems PIT Services Products
[
| |
PIT PIT Internal Software
Major Enclaves Systems BN Hardware
Applications
Applications
Full RMF Process: Assess & Authorize Assess Only

SERDP+« ESTCP
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8500 PIT Cybersecurity Considerations

(2) PIT

(a) All PIT has cybersecurity considerations. The Defense cybersecurity program only addresses the
protection of the IT included in the platform. See Reference (ah) for PIT cybersecurity requirements.

(b) Examples of platforms that may include PIT are: weapons, training simulators, diagnostic test and
maintenance equipment, calibration equipment, equipment used in the research and development of
weapons systems, medical technologies, vehicles and alternative fueled vehicles (e.g., electric, bio-fuel,
Liquid Natural Gas that contain car-computers), buildings and their associated control systems
(building automation systems or building management systems, energy management system, fire
and life safety, physical security, elevators, etc.), utility distribution systems (such as electric,
water, waste water, natural gas and steam), telecommunications systems designed specifically for
industrial control systems to include supervisory control and data acquisition, direct digital
control, programmable logic controllers, other control devices and advanced metering or sub-

metering, including associated data transport mechanisms (e.g., data links, dedicated networks).
SERDP+« ESTCP
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8500 PIT Systems

(d) PIT Systems

Owners of special purpose systems (i.e., platforms), in consultation with an AO, may determine that a
collection of PIT rises to the level of a PIT system. PIT systems are analogous to enclaves but are
dedicated only to the platforms they support. PIT systems must be designated as such by the
responsible OSD or DoD Component heads or their delegates and authorized by an AO specifically
appointed to authorize PIT systems.

EI&E worked with CIO to adopt “Platform Enclaves” as the term for Facility-Related Control Systems
(FRCS)

SERDP+« ESTCP
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6 Steps of RMF for both IT and OT Systems

HBSS and

Passive*

eMASS
ATO’s

Step 6
MONITOR
Security Controls

+ Determine impact of changes to the
system and environment

+ Assess selected controls annually

+ Conduct needed remediation

+ Update SP, SAR and POA&M

+ Report security status to AO

+ AO reviews reported status

* Implement system decommissioning
strategy

Step 5
AUTHORIZE
System

+ Prepare the POA&M

+ Submit Security Authorization
Package (SP, SAR and
POA&M) to AO

+ AOQ conducts final risk
determination

+ AO makes authorization
decision

Step 1
CATEGORIZE
System

+ Categorize the system in accordance
with CNSSI 1253

+ Initiate the Security Plan (SP)

+ Register system with DoD Component
IA Program

+ Assign qualified personnel to RMF roles

RMF Process
forDoD IT
Systems

Step 4
ASSESS
Security Controls

+ Develop and approve Security
Assessment Plan

+ Assess security controls

+ SCA prepares Security Assessment
Report (SAR)

+ Conduct initial remediation actions

Step 2
SELECT
Security Controls

+ Common Control Identification.

+ Select security controls and
document SP

+ Develop system-level
continuous monitoring strategy

+ Review and approve SP and
continuous monitoring strategy

Step 3
IMPLEMENT
Security Controls

* Implement control solutions
consistent with DoD and
Component A architectures.

+ Document security control
implementation in SP

CSET
FRCS
Overlay
ESTCP
RMF Tool
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Utility
Monitoring &
Control
Systems
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Dam, Lock and
Levee Systems

Fire & Life

.

Transportation

& Fueling
Systems

Control System
Platform
Enclave

Building Automation System

Building Lighting System

Conveyance/Vertical Transport System
Electrical Systems

Heating, Ventilation, Air Conditioning
Irrigation System

Shade Control System

Vehicle Charging System

Cathodic Protection Systems

Compressed Air (Or Compressed Gases) System
Central Plant (District) Chilled Water System
Central Plant (District) Electrical Power Production
Central Plant (District) Hot Water System
Central Plant (District) Steam System

Electrical Distribution System

Gray Water System

Industrial Waste Treatment System

Microgrid Control Systems

Natural Gas System

Oily Water/Waste Oil System

Potable Water System

Pure Water System

Salt Water System

Sanitary Sewer/Wastewater System

Utility Metering System (Advanced Meters, AMI, etc.)
Many More...

DoD Control Systems are
just as vulnerable as
industry, how do we
protect them?
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IT/IS Versus OT/CS Budgets and Devices
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Introduction of Services and Agencies FRCS POC'’s,
Variations in ATO/eMASS procedures
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Introduction of Services and Agencies FRCS POC's

Name Type

Introduction of Services and Agencies FRCS POC’s _ |
@ Appointment_Letter_ISSE_template Microsoft Word Document

Army « DoD Privacy Impact Assessment Adobe Acrobat Document
«~ DON_Info_Types_Baselines_2016Jan11-Fl..  Adobe Acrobat Document

Navy
. @ Guide for System Categorization Form_V1  Microsoft Word Document
Air Force . ,
HW-SW-InfoFlow-Tables-Template_V1.0 Microsof
Defense Health Agency NAVFAC CYBERSAFE Grade Determinatio.. Microsof

«~ NAVFAC eMASS ACCOUNT REQUEST FO...  Adobe A
Navy RMF_Security_Assessment_Plan_Te... Microsof
Navy_SLCM_Strategy_Controls_Table_v1.1 Microsof

Defense Logistics Agency

@ Navy_SLCM_Strategy_Guidance_v1.0 Microsof
System Categorization Form v1.2 Microsof

Variations in ATO/eMASS procedures

Air Force Platform Enclave - COINE

Navy Platform Enclave - PSNet

Marine Corps Platform Enclave

Defense Health Agency Platform Enclave - MedCOl

SERDP+« ESTCP
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Applying the RMF to ESTCP Demonstration Projects:
Key Documents Needed to Get an ATO for an OT
System
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ESTCP RMF Cybersecurity Guidance and Tem
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Applying the RMF to ESTCP Demonstration Projects

Key Documents Needed to Get an ATO for an FRCS OT System and recommended sequence of completion:

* Event/Incident Communications Plan (EICP) — use the modified FedRAMP template (ESTCP EICP Graphics)
* Event/Incident Response Plan (EIRP) — use the modified FedRAMP templates
e CJCSM 6510.01B - Cyber Incident Handling Program 2012 — use the procedures outlined in the manual
e US-CERT Incident Response Form — use the excel file template for a non-DoD data incident
* Information Systems Contingency and CONOPS Plan (ISCP) — use the modified FedRAMP template.
e Test and Development Environment (TDE)
* Factory Acceptance Testing/Site Acceptance Testing (FAT/SAT)
* Penetration Testing (For High Risk and others as required)
* Security Audit Plan (SAP) — use the modified NIST template
» System Security Plan (SSP) — recommend using the CSET tool/or Core Auth template NIST SP 800-53/800-82
» Security Assessment Report (SAR) — ESTCP does not require a SAR, however, many insurance companies or AO’s may
require a SAR. An organization can use the modified FedRAMP template.
* Plan of Action & Milestones (POAM) — use the modified FedRAMP and/or eMASS templates (GSA and DoD
provided)

SERDP+« ESTCP
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RMF ATO Work Breakdown Structure (WBS)
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Defining the Platform Enclave and Authorization
Boundary, Creating a Test and Development
Environment, Continuous
Monitoring/Auditing

EEEEEEEEE
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Standards — NIST SP 800-82 R2

NIST Special Publication 800-82
Reviaion |

Guide to Industrial Control
Systems (ICS) Security

Suprrvisnry Control sad Buts Acqubstion (SCABA) Sy,
and Other Contrel Syviom Conligar

Keith Swoutler

NIST

Notienal instte of
Ssandards and Technology
US Daportrert of Commescn

This document provides guidance for establishing secure industrial control
systems (ICS). These ICS, which include supervisory control and data
acquisition (SCADA) systems, distributed control systems (DFRCS), and other
control system configurations such as skid-mounted Programmable Logic
Controllers (PLC) are often found in the industrial control sectors.

This document provides an overview of these ICS and typical system
topologies, identifies typical threats and vulnerabilities to these systems,
and provides recommended security countermeasures to mitigate the
associated risks.

800-82 Rev 2 was released May 2015 — has 800-53 Rev 4 800+ controls,
Appendix G ICS Overlay

SERDP+« ESTCP
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NIST SP 800-82 R2 Key Security Controls

Inventory

« CM-8 Information System Component Inventory C"tlcal Infrastructure

* PM-5 Information System Inventory

* PL-7 Security Concept of Operations

+ PL-8 Information Security Architecture
+ SC-41 Port and I/O Device Access *
*  PM-5 Information System Inventory

Central Monitoring

+ AU-6 Audit Review, Analysis, and Reporting
+ CA -7 Continuous Monitoring

* IR-5 Incident Monitoring

* IR-6 Incident Reporting

+ PE-6 Monitoring Physical Access

*+ PM-14 Testing, Training and Monitoring

*  RA-5 Vulnerability Scanning

CP-2 Contingency Plan

CP-6 Alternate Storage Site

CP-7 Alternate Processing Site

CP-10 Information System Recovery and
Reconstitution

PE-3 Physical Access Control

PE-10 Emergency Shutoff

PE-11 Emergency Power

PE-12 Emergency Lighting

PE-13 Fire Protection

PE-14 Temperature and Humidity Controls
PE-17 Alternate Work Site

PM-8 Critical Infrastructure Plan

. SC-7 Boundary Protection Acquisition and Contracts

+ Sl-4 Information System Monitoring
+ SI-5 Security Alerts, Advisories, and Directives

Test and Development Environment

+ CA-8 Penetration Testing

*+ CM-4 Security Impact Analysis

+ CP-3 Contingency Training

+ CP-4 Contingency Plan Testing and Exercises
*+ PM-14 Testing, Training and Monitoring

25

AU-6 Audit Review, Analysis, and Reporting
CA -7 Continuous Monitoring

SA-4 Acquisitions

PM-3 Information System Resources

PM-14 Testing, Training and Monitoring

Inbound Protection,

Outbound Detection

SERDP+« ESTCP
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FRCS Enclave and Numerous Sub-Enclaves

FRCS Enclave
FRCS
Internet Operations Airfield Lighting
Center Buildings
. Electrical
NOC | Natural Gas
Y/
Q / Pier
POL
Rail

Test and
Development Steam

T q Environment

est an .

Development Tools Traffic Management System

Environment Kali Linux
SamuraiSTFU Water
CSET
Shodan Waste Water SERDP + ESTCP
SYMPOSIUM
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Hybrid FRCS and Security Enclaves

Intern

NOC

(7

Building
Operations
Center

Building Enclave

/

Test and
Development
Environment

BCS Sub-Enclave
BMS

€& —{ Building

. FAS

" Parking

VTS

Test and

Development
Environment

Security
Operations
Center

Test and
Development
Environment

ESS Sub-Enclave

CCTV

Building - . IDS

PACS

Installations and Environment
Real Property Installed Equipment

NIST SP 800-53
and
NIST SP 800-82
Contains PIl, HIPPA, PCI
FISMA

Director National Intelligence
Personal Property
FIACAM
SERDP+« ESTCP
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DODI 8530 — Joint Information Environment (JIE)

Figure 2. Notional View of Current and Future Integration of Cybersecurity Activities

o : USSTRATCOM (USCYBERCOM)
Mission Partner™ - (Global EOC with integrated
cybersecurity service prm‘iders-’sen‘ice? *
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Organizations—
CMF
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RS Data and Applications
Activities & Offices
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NOSC & Cybersecurity | #==# | NOSC & Cybersecurity cybersecurity ¥ =§(9-g-,Natwnal, ,
Service Provider(s) Service Provider(s) service/services** |i% combatant
................... : command,
t * Service, or -
. 2 JIE Transition DISA)
[ Major Command/Regional |z
| N 3 v H )
oo . T |
e :Organizations Service Providers Cybersecurity
t Organizations /
Suberdinate Commands, Subordinate Commands, I
)

" Activities & Offices
L (e.g., Base, Post, or
DEL\ ed Locations)

< - (Core Data Centers, [t
Installation Processing |:

______________________ Nodes, & Special

/.g:f.“f“f“l- ........... .,___?m_wsmﬁxodfsl -

il \\“o
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Legend:
O DoD IS or PIT system

@ DoD External/Tenant IS or PIT system
. #% JIE TRANSITION: EOCswill direct actions and provide cybersecurity. Asthe
. Mission Partner IS or PIT system JIE is implemented in DODIN, one or more DoD Component service providers
Direction, Coordination, Reporting & may be aligned to EOC to provide cybersecurity services and implement DCO
Shared Situational Awareness internal defensive measures. An EOC’s organizations will conduct required
actions with common sets of tools provided from core data centers.

& Requlres an MOA or contract. A DoD Component service provider can
also be a service provider to another DoD Component or mission partner.

Coordination & Shared
A Siot?.lli.itio nalD:waren:rses Integration of various teams and organizations with specific skills and
) Q responsibilities to protect DODIN.

Gigabit Fiber, IPv6
* Network Operations Security Center
 Installations Processing Node (IPN)

e Special Purpose Processing Node (SPPN)
* Tactical Processing Node (TPN)
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Notional JIE Control Systems

Campus / Installation Enclaves
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Tridium Architecture
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System & Terminal Unit Controllers, Actuators

JACE iLon Smart Server

-

L-switch BAS Remote Server

S

Valve Actuator Valve Actuator  Pressure Sensor Temperature Sensor

1
Analog voltage, resistance, current signal is converted3to digital and then IP
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Control System Protocols

Internet Protocols

 |Pv4 and IPv6

* Transmission Control Protocol (TCP)

* User Datagram Protocol (UDP)

* Hypertext Transfer Protocol (HTTP) - Port 80

* Hypertext Transfer Protocol Secure (HTTPS) - Port 443

Open Control Systems Protocols Proprietary Control Systems
e Modbus: Master/Slave - Port 502 Protocols

 BACnet: Master/Slave - Port 47808 * Tridium NiagraAX/Fox

* LonWorks/LonTalk: Peer to Peer - Port 1628/29 < Johnson Metasys N2
 DNP3: Master/Slave - Port 20000 e OSISoft Pi System

* |EEE 802.x - Peer to Peer  Many others...

e Zigbee - Peer to Peer
SERDPFP+« ESTCP
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ESTCP Cybersecurity Guidelines and Resources
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Cybersecurity Guideline SME’s

Control Systems Cybersecurity Specialist: The Control Systems Cybersecurity specialist shall have a minimum
of five years’ experience in control system network and security design and shall maintain current certification

as a Global Industrial Cyber Security Professional (GISCP) or Certified Information Systems Security Professional
(CISSP).

Information and Communication Technology Specialist: The Information and Communication Technology
specialist shall have a minimum of five years’ experience in control system network and security design and
shall maintain current certification as a Registered Communications Distribution Designer (RCDD®).

System Integration Specialist: The System Integration specialist shall have a minimum of five years’ experience
in control system network and shall maintain current certification as a Certified System Integrator (FRCSI) for
the products they are integrating and/or be Control System Integrators Association (CISA) Certified.

SERDP+« ESTCP

34 SYMPOSIUM

#SerdpEstcp2019



DoD UFC 4-010-06 Cybersecurity

3-1.1 Five Steps for Cybersecurity Design. The five steps for cybersecurity design are:
UNIFIED FACILITIES CRITERIA (UFC) Step 1: Based on the organizational mission and details of the control system, the
O RS CCURITY OF System Owner (SO) and Authorizing Official (AO) determine the Confidentiality, Integrity,
CONTROL SYSTEMS and Availability (C-1-A) impact levels (LOW, MODERATE, or HIGH) for the control system.

Step 2: Use the impact levels to select the proper list of controls from NIST SP 800-82.
Step 3: Using the DoD master Control Correlation Identifier (CCl) list, create a list of
relevant CCls based on the controls selected in Step 2.

Step 4: Categorize CCls and identify CCls that require input from the designer or are the
designer’s responsibility.

Step 5: Include cybersecurity requirements in the project specifications and provide
input to others as required.

SERDP+« ESTCP
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DoD UFC 4-010-06 Platform Enclave

2.3 Platform Enclave. Significant portions of the control system resemble a standard IT system which can be
implemented in a standard manner for different control systems, regardless of the details of the control
system itself. This has led to the creation of the Platform Enclave concept, which groups the “standard IT”
portions of the control system, plus related standard policies and procedures, into an entity which can be
handled separately from the rest of the control system. In some cases this Platform Enclave will be
separately authorized and the overall control system will have two authorizations, one for the Platform
Enclave and one for the Operational Architecture which primarily covers the “non-standard IT” components
of the system. In other cases a single authorization will be used for the entire system. Even in cases where a
single authorization is used, however, it’s helpful to identify and categorize the “standard IT” portions of the
control system. More information on the Platform Enclave approach is in APPENDIX D

SERDP+« ESTCP
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DoD UFC 4-010-06 Appendix D

UFC 401006
19 Scptember 2016

APPENDIX D PLATFORM ENCLAVE
D-1 PLATFORM ENCLAVE CONCEPT OYERVIEW
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D3 PLATFORM ENCLAVE BENEFITS
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Platform Enclave: The CCl contains a requirement which is expected to
be implemented at the Platform Enclave and inherited by the control
system, or is mostly implemented at the Platform Enclave but also
needed within the field control system (in which case the CCl is also in
the “Designer” category). For example, passwords are implemented at
the Platform Enclave, but are also necessary at the control system user
interface itself, local display panels and some controllers (those which
support passwords). While implementation of the Platform Enclave is not
the designer’s responsibility (a key point of the Platform Enclave is that it
is a standard approach that can be implemented across multiple control

systems), it’s important to document CCls the control system expects to
inherit from the Platform Enclave
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DoD UFC 4-010-06 Appendix D
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UFGS 25 05 11 Inventory
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UFGS 25 05 11 Schedules

antoSave @D 4 S 25 05 11 Cybars 2017-09-07 - Last Saved 5/3/2018 8:45 AM ~ Michael Chip
File Home Insert Page Layout Formulas Data Review View Add-ins Help QuickBooks 2 Tell me what you want to do 13 Share
) Ay == o 3 v 7 vl = v A ()
[]ES Calibri 1 - N E == | Bwiep et Genera - i @ @ & e e 2 7Y
aste :ﬁ ” B U : N » _——— —— E Vv PR Conditianal Formatas Call Insert Delete Format - Sort& Find &
st - ) ) L. EEEIEE Maroa & Conter * < 5 0 Conditional Formatas Ca sert Delete Format N _ S d
. ¥ b= = - T iT = Yargad Lonter $ %o 9 Formatting ~  Table ~  Stylas ~ - - v 6\ Filter ~ Select =
Clipbcard G Fant . Allgnment . Numbey : Syles Cols Edning A
E29 = I A
A B C D E F G H I J K L M N a P Q R S -

1 Interconnectlon Schedule

2 Document connections between this control system and other systems,

3 Designer should generate this schedule as part of design. Designer should always provide the "Descriptive Purpose" and "Foreign Destination"”; depending on the project, designer may provide
4 Contractor should complete the table, but may need cutside input for the Network Address

5 Device ID should be a key to an entry in the <Inventory Table>

6 Network Address relates to the Transport Layer protocol and is typically the IP address.,

7 Transport Layer protocol will typically be IP, provide if something other than IP.

a8 Protocol is the application level protocol -- eg. SMTP, Lon.

9 Service might be a protocol-specific service -- eg BACnet Confirmed File Transfer

10
11 Network Comunlication Schedule
12 This documents connections within the control system.
13 This information may already be contained on other submittals, in which case those documents may be submitted instead.
14 {For HVAC installed 1AW 23 0% 00 it is contained on the Point Schedules., )
15
16 Wireless
17 Prior to using wireless, contractor must submit a Wireless Communication Request schedule with columns A - | filled out.
18 Govt, will Approve or Disapprove in column J, Approved devices may require post-installation testing.
19 For devices requiring post-installation testing, contractor shall attempt network connectivity at various points and document (Yes/No, Pass/Fail) whether network connectivity existed
20 -
R N i L
Instructions | Interconnect | Network Comm  Wireless | Multiple P # ‘ >
Ready el | - 1 + 00
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Create the Cyber Narrative/Design Analysis

Cybersecurity

Cybersecurity

Cybersecurity Requirements

CODES AND REFERENCES
Facility-related controls systems will be designed in accordance with the following policies,
standards and procedures:
» CNSSI 1253, Security Categorization And Control Selection For National Security
Systems 2014
» CYBERCOM Advanced Industrial Control Systems Tactics, Techniques and Procedures,
February 2017
» Department of Defense Instruction 8500.01, Cybersecurity, March 2014
» Department of Defense Instruction 8510.01, Risk Management Framework (RMF) for
DoD Information Technology (IT), March 2014
» Department of Defense Instruction 8140 Cyberspace Workforce Management
» Department of Defense Instruction 8530 Cybersecurity Activities Support to DoD
Information Network Operations March 2016
» Department of Defense Handbook for Self-Assessing Security Vulnerabilities & Risks of
Industrial Control Systems on DoD Installations 2012
» Federal Information Processing Standard 200 Minimum Security Requirements for
Federal Information and Information Systems
» Federal Information Processing Standard 201-2 Personal Identity Verification (PIV) of
Federal Employees and Contractors
» Intelligence Community Directive (ICD) 706
» National Institute of Standards and Technology Special Publication 800-37, Guide for
Applying the Risk Management Framework to Federal Information Systems, February
2010
» National Institute of Standards and Technology Special Publication 800-53 R4 Security
and Privacy Controls for Federal Information Systems and Organizations 2013
» National Institute of Standards and Technology Special Publication 800-82 R2 Guide to
Industrial Control Systems (ICS) Security 2015
» National Institute of Standards and Technology Special Publication SP 800-115
Technical Guide to Information Security Testing and Assessment 2008
» UFC 3-410-01 Utility Monitoring And Control System (CS) Front End And Integration
2016
» UFC 3-410-02 Direct Digital Control For HVAC And Other Building Control Systems 2016
» UFC 4-010-06 Cybersecurity of Facility Related Control Systems, Change 1, 18 January
2017
» UFGS 23 09 00 Instrumentation and Control for HVAC
» UFGS 2309 23.01 LonWorks® Direct Digital Control for HVAC and Other Building
Systems

FACILITY-RELATED CONTROL SYSTEMS

The Integrated Facility Management Systems (IFMS), and all control systems including related
communications networks and components, are considered Platform Information Technology
(PIT). Design and provide all control systems in accordance with UFC 4-010-06 “Cybersecurity
of Facility-Related Control Systems,” National Institute of Standards and Technology (NIST), and
Committee on National Security Systems (CNSS) documents.

The PROJECT cyber design needs to include, but is not limited to, the following FRCS:

»  Electronic Security Systems — Owned and operated by security services
o Electronic Emissions Detection Systems
o Electronic Security System (ESS)[Bundled]
o Digital Way-finding Sighage Systems
o Physical Access Control Systems (PACS)
o Radio Frequency Detection Systems
o Surveillance/Assessment Systems
o Vehicle Access Barrier System
o Active Shooter
o CBRNE Notification Systems (CBRNE)
»  Building Control Systems (BCS) - Owned and operated by Facilities
o Building Automation System (BAS)
o Building Lighting System (Lighting/Daylighting/Occupancy Control System)
o Conveyance/Vertical Transport System (Elevators)

o Electrical Systems (ES) [Such as local building generators not designed for grid
interconnection, high reliability switching from two sources for critical buildings,
etc.]

o Heating, Ventilation, Air Conditioning (HVAC)
o lrrigation System
o SCADA
o Shade Control System
o Vehicle Charging System
» Fire & Life Safety - Owned and operated by Facilities
o Fire Alarm Reporting System (FARS)
o Fire Hydrant Water Distribution Systems
o Fire Pump Control System
o Mass Notification System (MNS)
»  Traffic Control Systems
o Traffic Signals Systems

SERDP+« ESTCP
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Assign Cyber Team

CYBERSECURITYTEAMPERSONNEL

The PROJECT Cybersecurity Team is comprised of highly skilled and certified IT and OT cybersecurity
subject matter experts with extensive experience with the NIST Risk Management Framework and the
DoD implementation of the RMF:

Cyber Team Lead: GICSP or CISSP

Cyber System Administrator: MCSE, Security +
Cyber Commissioning: CEM, CISSP, CEH, CxA, DGCP
Cyber Auditing: CDFM, CFE, CISA, CPA

The Cyber Team will be responsible for the project cyber lifecycle and will begin at project award with a

Cyber Workshop Charette to baseline the PROJECT Team and initiate the development of the RMF

package documents, begin the auditing of the PROJECT Team’s project NIST 800-171 Cyber

Risk Management Plans (CRMP), create the Test and Development Environment (TDE),

perform system hardening (SCAP/STIGS) of the equipment and components, create and

manage the Fully-Mission Capable Baseline (FMC), perform sysadmin duties on the TDE and CERDP. ESTER

Production OT systems, audit the FRCS, and perform cyber commissioning of the facility. ~ SYMPOSIUM
#SerdpEstcp2019



Assemble the Stakeholders

The FRCS owner should assemble representatives from the following
communities to participate in development of the FRCS PE authorization
boundary and network architecture:

e Facility Engineer/Manager

e Facility Operations & Maintenance/Technician

e Physical Security Specialist

e Emergency Manager

* IT Network/Communications Specialist

e Information Assurance Specialist

e Tenants (Defense Health Agency, Defense Logistics Agency, etc)

e Operations and Maintenance Contractors

e Control System Vendor/Integrators SERDP - ESTER
e Information Assurance IA/RMF Contractor SYMPUS'UM
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Cybersecurity Guideline Sequence

Activity / Lead New Project Renovation Project Typlca-l
Duration
Presolicitation RFP Obtain the Regional and Obtain the Regional and
Considerations ESTCP Platform Enclaves ESTCP Platform Enclaves NA
catogorization and catogorization and
categorize the CS categorize the CS
Design Cs front end or new Cs front end upgrade or
_ _ susbsystem back end to subsystem modernization
¢ Basis of Design
_ connect to front end
* Concept Design (10- , _ Confirm/revise system
15%) Conﬂrm/rewse system .. .
_ tecorization. defi categorization, define
* Design Development categoriza |or_1, etine network architecture,
(35-50%) network architecture,
_ tem components system components,
* P.re-FlnaI (90%) 3Y® ¢ P ! concept of operations,
e Final (100%) ;onc?pt o] ozeratlons, drawings, and
Lead: A/E raV\{:cr_'ngs,_ an specifications.
specifications. 3-6 Months

Documents/Models/Tools:

e Construction Design
Documents / Building
Information Model
(BIM) / CAD

e CSET

e GrassMarlin

e Draft Baseline System
Security Plan (SSP)

e |T Contingency Plan and
CONOPS (ITCP)

At 90% design create
initial SSP and baseline

security risk assessment.

At 90% design create
initial SSP and baseline
secuirty risk assessment.
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SYMPOSIUM

#SerdpEstcp2019



Cybersecurity Guideline TDE

TEST AND DEVELOPMENT ENVIRONMENT For new or major modernization projects, the Systems
Integrator will establish a Test and Development Environment (TDE) that replicates the Production
Environment to the highest degree possible starting with the Level 4 Workstations, Servers, software
and with at least one of each of the Level 3-0 major components, devices, and actuators. At
approximately the 50-75% construction complete, the TDE will be used to perform Factory Acceptance
Testing (FAT) of the project to ensure the project has end-to-end functionality, has been properly
configured using the Security Content Automation Protocol (SCAP) tool and the Security Technical
Implementation Guides (STIGS), all patches (OS and FRCS) are installed and properly configured, and
begin creating the artifacts for the draft System Security Plan.

At approximately 95-100% construction complete, the TDE will be used to conduct Site Acceptance
Testing of the complete FRCS, and if required, Penetration testing. The SAT artifacts will be included in the
final System Security Plan, FMC and Jump-Kit (if required).

The ESTCP Project Team/System Integrator will transfer the TDE to the ESTCP PM for inclusion into the

SERDP+« ESTCP
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Tools for the Test and Development Environment

Information Gathering Network Discovery and Monitoring  Attack and Defend Tools

* Google Search and Hacking * Nmap e Kali Linux

* Google Earth * Snort * Control Things I/O

* The Harvester e Kismet * Wireshark

 Recon-NG * Nessus e Gleg

e Shodan * McAfee * Windows PowerShell

* Costar * Sophia * Windows Management Information Console
e Bandolier * Windows Sysinternals
 SCAP
e Belarc Assessment Tools
* Glasswire * DHS ICS-CERT Cyber Security Evaluation Tool (CSET)
e GrassMarlin  ESTCP RMF Tool

Virtual Machines
VM Player
* Windows Hypervisor SERDP .+ ESTEP

47 e Oracle VM Virtual Box SYMPUSIUM
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Facility Control Systems Ops Center

Facility Control Systems Operations Center (FCSOC)

Coordinate with all responsible organizations to determine the location of the FRCS servers, central
monitoring and operational control/Human Machine Interface (HMI) operator’s consoles, and the
Test and Development Environment (TDE). The FCSOC can be within the campus or located on the
installation at other Operations Centers (SOC, Fire Department, NETCOM Network Operations Security
Center, etc.). Identify if the PE servers, workstations, laptops, switches, routers, etc. (all “traditional IT
Front-End”) will be GFE or if contactor procured and installed and turned over to government. All PE
assets capable of being hardened using the Security Technical Implementation Guides (STIGS), will be
configured and checked using the Factory Acceptance Testing/Site Acceptance Testing (FAT/SAT)
Checklist. Determine if penetration testing, and what type, will be required; the ESS is recommended
to have penetration testing (High Impact) per NIST SP 800-82. Complete the EI&E Penetration Testing
Checklist.
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RMF Cybersecurity SME Required

D3100 CYBERSECURITY

D310001 CYBERSECURITY SPECIALIST

Provide a dedicated Cybersecurity Specialist on the D/B team. The Cybersecurity Specialist is to be
an individual or firm who is regularly and professionally engaged in the business of the applications,
installation, and testing of the specified Cybersecurity and equipment required for this project. The
Cybersecurity Specialist is to demonstrate experience in providing successful control system
security protection within the past three years of similar scope and size. The Cybersecurity
Specialist is to design a system in accordance with contract requirements and ensure the design is
fully implemented during construction. Additionally the Cybersecurity Specialist is responsible for
creating the artifacts and documentation required to achieve RMF authorization. Submit
documentation for a minimum of three and a maximum of five successful control system
installations for the Cybersecurity Specialist.
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USACE UMCS V APPENDIX B CYBERSECURITY

1.0 Cybersecurity Requirements: The contractor shall follow Unified Facility Criteria (UFC) 4-010-06
and Unified Facility Guide Specification (UFGS) 25 05 11, Cybersecurity of Facility-Related Control
Systems. UFC 4-010-06 defines the five steps to integrate cybersecurity into the FRCS Design as follows
(see UFC 4-010-06 Chapter 3-1.1 Five Steps for Cybersecurity Design):

1.1 The Contractor shall provide a cyber-secure system(s) with all applicable security artifacts and
security engineering to meet the requirements of receiving an ATO accreditation decision via the
DoD RMF. The implementation of cybersecurity measures in relation to design and construction /
installation of the system shall not impede the system’s functional requirements. However,
cybersecurity measures should be applied to the greatest extent possible and where compliance
cannot be met, deviations from cybersecurity standards should be documented and appropriately
justified. The expected duration for RMF Activities 1-5 stated below shall be approximately 12 months.
The Contractor shall conduct and participate in RMF meetings as required by the PWS.
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New Contract Language from Air Force

Upon completion of RMF Step 2, (at the 60% Design Phase Submittal, and all subsequent
Design Phase Submittals) the A-E shall provide the following as deliverables:

a) Updated Draft Security Plan with security controls and CCls determined in this step, along
with other artifacts provided by the System Owner

b) Edited guide specifications to include UFGS 25 05 11 and other specification sections
with affected control systems

c) Cybersecurity section in the Design Analysis which includes:

Overview and description of cybersecurity requirements for this project. Draft Security Plan .
Interview with site personnel/occupants and resulting recommendations. Review of Master
Plan (if any). Field survey data. Survey of existing data communication infrastructure .
Proposed data communication system (include routers/switches). Existing front-end system
protocol and interface requirements. Integration to existing system technical solution (if any).
Network Architecture including the proposed network IP ports, protocols, and services
associated with the facility related control system. Workstation/server. Preliminary system

components
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»

»

»

Cyber Commissioning

Unified Facilities Guide Specifications (UFGS) 25 05 11 Cybersecurity Of Facility-
Related Control Systems Contractor Computer Cybersecurity Compliance Statement -
For each contractor-owned computer, list the make and model of the device, the device
serial number, the operating system version, and the anti-malware software version.
Attach additional sheets if required to document all computers.

Unified Facilities Guide Specifications (UFGS) 25 05 11 Cybersecurity Of Facility-
Related Control Systems Cybersecurity Schedules — consists of four tabs to be
completed; Interconnection Schedule, Network Communication Schedule, Wireless, and
Multiple IP Connection.

Unified Facilities Guide Specifications (UFGS) 25 05 11 Cybersecurity Of Facility-
Related Control Systems Inventory Spreadsheet - Provide a Control System Inventory
report using the Inventory Spreadsheet listed under this Section documenting all
[networked devices, including network infrastructure devices] [devices, including
networked devices, network infrastructure devices, non-networked devices, input devices
(e.g. sensors) and output devices (e.g. actuators)]. For each device provide all applicable
information for which there is a field on the spreadsheet in accordance with the
instructions on the spreadsheet.

Unified Facilities Guide Specifications (UFGS) 25 05 11 Cybersecurity Of Facility-
Related Control Systems Contractor Temporary Network Cybersecurity Compliance
Statement - Provide a single submittal containing completed Contractor Computer
Cybersecurity Compliance Statements for each company using contractor owned
computers. Each Statement must be signed by a cybersecurity representative for the
relevant company.

FRCS FAT and SAT Checklist - a checklist for FRCS to ensure the OS and vendor
software, physical networks (firewalls, routers, devices, etc.) are properly hardened using
the proper Security Technical Implementation Guides (STIGs) and configured to the JIE
requirements. This will include the development, maintenance and turnover of the project
Test and Development Environment at construction complete.

ACI TTP Fully-Mission Capable (FMC) Baseline - The FMC is a functional recovery point
for the FRCS. Once this is defined, FRCS and IT managers should capture the FMC
condition of their network entry points (e.g., firewalls, routers, remote access terminals,
wireless access points, etc.), network topology, network data flow, and machine/device
configurations, then store these in a secure location. This information should be kept
under configuration management and updated every time changes are made to the
network. This information forms the FMC baseline. The FMC baseline is used to
determine normal operational conditions versus anomalous conditions of the FRCS. The
Facility-Related Control Systems Inventory Spreadsheet is the initial FMC baseline.
FRCS Information Systems Contingency Plan (ISCP) — The ISCP and the FMC are used
to perform disaster recovery and includes where back-ups are stored and the process to
restore the FMC, the sequence of re-restart, assignment of personnel to the Roles and
Responsibilities Table, and how to perform Functional and Validation Testing.

System Security Plan (SSP) — Use the DoD Core Authorization Package to develop a
Preliminary SSP.
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Continuous Monitoring (CM) and Attack Surfaces, Audit

——

( 1P Network External to ICS 0
— \ |
Host Based e ““‘%‘“’5“5“’
Security Systems Pl —
Scanning (Active) FMUSAES B Control Systemm (A
9 ) Nessus @ () | ’_[ P Client Side Attacks
y Software Updates, Monitoring, Scanning. Patches, Audits

Windows, Linux Retina

HTTP, TCP, UDP Cylance
Glasswire

I Level 3

Field Poin l of

4N — IP Metwork (C5 WVLAMN(5) or dedicated network)

i To more Field
Cnntrol Systems

0

Intrusion Detection FNESSIEREESIE VuInerablllty Scanner e e §
Systems (Passive) [ElaylE - @@ @ |
PLC, RTU, Sensor e gEEERIT
Modbus, LonTalk, Feli=er e P
BACnet, DNP3

1.l\ N IF'Cm‘h'ulIers ‘

' Server Side Attacks
e

PI’s/Project
Teams may not
get access to
HBSS/ACAS,
will need to use
other CM tools
(SCAP,
Glasswire, Win
Defender,
Malwarebytes,
TLS, etc.
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Security Audit Plan

Facility-Related Control Systems [ORGANIZATION]

Secuity At Pan (S4P) Gudeine Facility-Related Control Systems [ORGANIZATION]

Security Audit Plan (SAP) Guideline
FACILITY-RELATED CONTROL SYSTEMS

SECURITY AUDIT PLAN (SAP) GUIDELINE

Step 1: Corporate IT Systems Admin Login Verification

¢ All system administrators log into the MS AD server console to validate credentials
V)ESTBP ¢ All system administrators log into the Office 365 server console to validate credentials
¢ Allsystem administrators log into the firewalls and wireless access points to validate credentials
e Allsystem administrators log into the corporate business servers to validate credentials

June 20,2017 ¢ All system administrators log into the corporate Electronic Security Systems servers to validate
credentials

[Replace ESTCP Logo with Organization Logo]

Organization Address

City, State, Zip Code

IT System Name Verified
Active Directory SysAdmin 1 No
Active Directory SysAdmin 2 No
Controlled Unclassified Information (CUI) Remote Desktop Services (RDS 1) SysAdmin 1 No
em——— ' Remote Desktop Services (RDS 2) SysAdmin 2 No
Server 1 SysAdmin 1 No
Server SysAdmin 2 No

2.1 SYSTEM-LEVEL AUDIT TRAILS Office365 SysAdmin 1 No
2.2 APPLICATION-LEVEL AUDIT TRAIL Office365 SysAdmin 2 No
2.3 USER AUDIT TRAILS SERDP + ESTCP
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NIST SCAP

Publicatines ‘
Relessw Cyclu ‘
SCAP Valilatson
Resources

SCAF Validated

Produers Listing

SCAP Accrndited

Laboratories

Validation FAQ

SCAP Specifications

SCAPF Coanteat
Events ‘

Community

Emcrging Specifications

TRND: 3911 -012 (-03. | &) Validation Program ..

Security Content Automation Protocol (SCAP) Validation Program

The SCAP Validatics Program s d=signed o 123t the abelity of prodnces to uas the featuress and fancticeality available through SCAP and its comsponent standacds

Under the SCAP Validatica Program, wdepsndant laborarories are accradited by the NIST Naticnal Veluntary Laborator Accraditation Program (NVLAF). Accredisation requirements are defined in NIST
Himdhkook 150 mmd NIST Handbook 130-17 Tndependent labomatoenes condocs the teats costamad in the SCAP Validanan Program Derived Test Requirements Docasen, on sftmmation technology (IT)
secunty predocts and deliver the results 1o NIST. Based on the mdependeat laboratory test report, the SCAP Validabon Program then validates the prodoct under test based on the mdependent laboratory
test repoct. The validatices awarded 1o vendoe peeduces will be publicly postad ca the NIST SCAP Validated Teols web page ar bttp/uvd aist pov'scappeoducts

SCAP validatson will focws on evaluaticg specific versions of vendor products based oo the platforms they suppoct. Validatioos will be awarded on a platform by platfocm basis for the version of the
peoduct thes was teated. Carsently, products may asek validatices on Red Har and Wendows plarfoem

SCAF 1.2 (IR 7511 Rev 3)
SCAP 1.2 (IR 7511 Rev 3 Errata)

The IR 7511 Rev 3 Eorata released July 2013 mciodes updates pertainiag to plarfoem groupiegs, the determinarion of product magar varsson number, and clarification of raquirements. Pleass soe the change

log twble in the IR /911 Gocusnent Gor & complete ot of updates

Authenticatod Configuration Scanner

The capabilsty to audit and assess a target system to detenmine its complaance with a defined set of configucation requirements usng target system logoa privideges. The ACS capability includes the
fanctionality previowsly covered by FDCC Scanner and USGCE Scanner capabilities.

« CVE Option (optional CVE support may be combined with ACS)
The CVE optacm 15 the caputnbity to suppost CVEs 130s option mmy be awwded m conpuncthion with the ACS saldsbon. The CVE optym canmot be claomed by steelf

o OCIL Opdion {aprional OCIL suppors may be combined witk ACS)

A O, Chanlaling L. H LOCIT S o lmat nkamasmninm (dode’ Sonme manmle snd an fonme aminsinm dode snenns bos sabos onllsas:

g
5
|

N

= s b =G

G = 51

95

PI’s/Project Teams will
use the DoD SCAP tool
and the DoD STIGs to
properly harden and
configure the Level 4
servers, workstations
and laptops
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DISA STIGs — New Portal — Cyber Exchange

« 2> C @ 0 &

DoD CYBER
EXCHANGE rusLic

| ANNOUNCEMENTS

DISA has released updates to the
SRG/STIG Library Compllations

+ Available here

A CcC Tybor Exzhands  DoD x SN

ity mil - D% % disa stige -2 B8 0O &

P Capitst Ure Coant G, O san B8 10 Amerrsce Logn B8 wwis (ago = Dsntirg.. ) Chaese Onine - Logoe . 38 (1es - Droptee @) Oteseanty €@ Gibwstrny WILG Weicome o LIRS enl. B frem nternet Gatersr €D v Tess

View Ml Asncuncements
Updated InstallRoot 5.5 installers Updated FBCA Cross-Certificate Required update for all users running
Remover v1.18 Purebred Registration App 1.4 (or

prior)

present 2

verzions of Firefox,

Appiealinne

+ Available here + Available here + Available here

https://public.cyber.mil/ 56

»

Login with CAC

Harden the OS, firewalls,
switches, browsers, etc.
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DISA SCAP Tool

Q SCAP Compliance Checker 3.1.2
File | Edit | Results Help
Sel¢ SCAP Content
e || OVAL Content
S OCIL Content
4 Options
‘ OVAL Processing Options
SSH Options
T€  Deviations Ty
Run{ Thresholds

v SCAP Analysis
OVAL Analysis
OCIL Analysis

Perform Analysis

Analyze Selected Computer(s)

& SCAP Streams Enabled: 24 & | OVAL Content Enabled: 0 € | OCIL Content Enabled: 0

PI’s/Project Teams will be provided with
the DoD SCAP tool
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DISA SCAP Tool Contents

d SCAP Content -
Install Content| | Configure Patch Updates
Content 24 of 25 enabled
Content Profile Date Version Path
U_Microsoft_DotNet_Framework4_V1R1_Benchma MAC-1_Classified 2013-03-06 1 Content\
U_Microsoft_IE10_V1R3_STIG_Benchmark MAC-1_Classified 2014-01-08 1 Content\
U_Microsoft_IE8_V1R11_STIG_Benchmark MAC-1_Classified 2014-01-08 1 Content\
= eSS ey = V4
U_Microsoft_IE9_V1RS_STIG_Benchmark MAC-1_Classified 2014-01-08 1 Content\ U se t h e DO D STI G S ) not
Windows2012_DC_V1R1_STIG_Benchmark MAC-1_Classified 1

U_Windows_2003_DC_V6R1.33_STIG_Benchmark MAC-1_Classified 2013-12-18 6 Content\
U_Windows_2003_MS_V6R1.33_STIG_Benchmark MAC-1_Classified 2013-12-18 6 Content\ t h e U SG BC
U_Windows_2008_DC_V6R1.25_STIG_Benchmark MAC-1_Classified 2013-12-18 6 Content\
U_Windows_2008_MS_V6R1.25_STIG_Benchmark MAC-1_Classified 2013-12-18 6 Content\
U_Windows_2008_R2_DC_V1R11_STIG_Benchmark MAC-1_Classified 2013-12-18 1 Content\
U_Windows_2008_R2_MS_V1R11_STIG_Benchmark MAC-1_Classified 2013-12-18 1 Content\
1 U_Windows_7_V1R19_STIG_Benchmark MAC-1_Classified 2013-12-18 1 Content\
U_Windows_8_V1R4_STIG_Benchmark MAC-1_Classified 2013-12-16 1 Content\
U_Windows_Vista_V6R1.33_STIG_Benchmark MAC-1_Classified 2013-12-18 6 Content\
U_Windows_XP_V6R1.32_STIG_Benchmark MAC-1_Classified 2013-12-18 6 Content\
USGCB-ie7 united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0 Content\USGCB-Major-Version-2.0.0.0\IE7\
USGCB-ie8 united_states_government_configuration_baseline_version_1.2. 2011-06-10 v1.20.0 Content\USGCB-Major-Version-1.2.0.0\|E8\
USGCB-Windows-7 united_states_government_configuration_baseline_version_1.2. 2011-06-10 v1.2.0.0 Content\USGCB-Major-Version-1.2.0.0\Win7\
USGCB-Windows-7-Energy united_states_government_configuration_baseline_version_1.2. 2011-06-10 v1.2.0.0 Content\USGCB-Major-Version-1.2.0.0\Win7-En
USGCB-Windows-7-firewall united_states_government_configuration_baseline_version_1.2. 2011-06-10 v1.2.0.0 Content\USGCB-Major-Version-1.2.0.0\Win7-Fi
USGCB-Windows-Vista united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0 Content\USGCB-Major-Version-2.0.0.0\WinVistg
USGCB-Windows-Vista-Energy united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0 Content\USGCB-Major-Version-2.0.0.0\WinVistg
USGCB-Windows-Vista-firewall federal_desktop_core_configuration_version_2.0.0.0 2011-06-10 v2.0.0.0 Content\USGCB-Major-Version-2.0.0.0\WinVistg
USGCB-Windows-XP united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0 Content\USGCB-Major-Version-2.0.0.0\WinXP\
USGCB-Windows-XP-firewall united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0 Content\USGCB-Major-Version-2.0.0.0\WinXP-H

*Right click Content for more options. **Left click Profile to change profiles.

All content paths are relative to the installation directory at: C:\Program Files (x86)\SCAP Compliance Checker 3.1.2\Resources

OK Cancel
_oc | SERDP + ESTCP
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DISA SCAP Tool Results
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Maintain a score of 85 or better to demonstrate a properly hardened and configured system SERDP + ESTCP
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Glasswire Firewall (IDS/IPS)

| Gasswre - - o

p g
> Graph =~ M Firewall @ Usage Network € Alents
Irewall
Apps Hosts
Host Process for Windows Services S dns1 atentech net S0 Bis 255 Bis kA -
™ Marwaretytes Ant-Mahware & colection-balncer-1322209416 us-cast-1. b amazonaws com
w "indows Explorer WS 8N4&SCH101123104. wns. wihndows com

1) Microsoft Office Chck-2o-Run (SxS w— Prod-w.nexus ive.com akadns net
0 Spooler SubSystem App 19216813

Glass\Wire Conlrol Service
3 wicroson Eage
[':] Microsoft Edge

Host Process for Windows Tasiks

Conment Process

Srowser_Broker
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Microsoft Madware Prosecson Command Line Usity
) Microsoft OMce Clck-2o-Run Clent (SxS
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Glasswire can be used to simulate the HBSS/ACAS capability in the TDE
60

SERDP+« ESTCP

SYMPOSIUM

#SerdpEstcp2019



Glasswire Usage and Apps

|Gl - ~ o x
lb Graph A Firewall & Usage Network @ Alerts
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Glasswire Alerts and Log’s

GlassWire ~ - o ~

\3 Graph A Firewall W Usage Network Alerts

Apps Type

07:24:22. DNS server settings changed

DNS a connect 1 ) Dual Band Wireless-AC /265 was changed

Jun 22
A, 14:42:16, First network activity o
12:52:03. Application info changed
. - " e

Ihe application vers anged from 2.10686

M 12:51:07. First network activ
@ . . "

L4

l:_'J ??:4(6:()4. Hirst network activity

12:45:21. DNS server settings changed

DNS address connect 1 R) Dual Sand Wireless-AC 7265 was anged

Jun 20

07:11:37. DNS server settngs changed -
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Windows Log’s
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AV/MW Reports

Antivirus Health

Client Antivirus Health

4

Healthy

Average Definition File Age
5 days
Total Managed Assets

2 server(s)/ 5 workstation(s)

Total At-Risk Assets

0 server(s) / 0 workstation(s)

100%

80%

60%

40%

20%

0%

Antivirus Health History

\

May 01

Jun 01

— Antivirus Health Score ESTCP
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Patch Reports

Patch Compliance

Patch Compliance

W 91.18%

Patch Compliance Calculation
31 Installed / 34 Approved
Total Managed Windows Assets

2 Servers / 5 Workstations

Compliance by Severity Compliance by CVSS

o 100% 100% 100% - 91%
800; ] 82% g .
0% 60% -
10% 40% -
20% 20%
0% - 0% -

Critical Important Moderate Unspecified High Medium Low
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TLS Reports

. Home  Projects Qualys Free Tnal  Contact Home  Projects  Qualys Free Trial Contact
QQ y .
@ OUGlyS SSL Labs @ Quolys SSL Lab'_:-

You are here: Home ~ Progacts > UL Sacear last s wiswdeoc s met

SSL Report: www.deocs.net (8.30.83.18)

You are here: | ar-sn fogerle e 55 Dlsan Daee

Asmemnmd cn: T 115 Non 29000 20005 S0 0T | Db | Coaer izadoe Scan Another » SSLITLS capabllltles Of YOUr Browser Other User Agents »
Uor Agant: Noz R C Oindomsz NT 100 WinZa w28 w7000 Goca 201 20° M Firctan 700
Summary
Protocol Support

Your user agent has good protocol support.

Certthzase nedsn R .
Your user agen! supoorts TLS 1.2, which 8 recomrmended prolocal versicn &l e moment

Expermmenial: Your user agent supports TLS 1.3
Frosccal Sopport -

Kuy Cxchange

Cpher S2ranges

Logjam Vulnerability

Your user agent is not vulnerable.

e information about e Logiam allack plecse Qo X

YVish cur docupemation pagg for mare informadon, configuradon guides, and books. Known ksues are dozunemad Duce of Mo
o lest mancally, dick here, Your user agemt & not vulnerae if i fais o conrect (o the siie

Certificate #1: RSA 2048 bits (SHAzSSWIthRSA) HiZ I'm Agent Q, your | FREAK Vulnerabi“ty Hi! I'm Agent Q, your

assistant_. How can |

Server Key and Certificate 21

Your user agent is not vulnerable.
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SEIM Reports

.:) Wil Lskeenicn d

Cifica 3ty Saourty & Carpliance L-o 5
- uiile PENE e Lt Uil
e V AlienVault: I.T Security Vulnerability Report
ALIEN VAULT Pﬁ ata ves preention
Job Name: 99 - SCHEDULED - Corp Weekly Scan Scan time: 2019-03-31 15:45:06 2 Malee s 2e2in = T Jerae
Profile: - Generated: 2019-04-10 16:35:46 H Nta guemarc

Total number of vulnerabilities identified on 83 system(s)

. Serious: 1

M sexh A imsliglor
B Hion: 198

|:| Medium: 208

|:| Info: 1880

Total number of vulnerabilities identified per system

£ Thical maragaent

|2 Jeporte

Dashbuard

HostIP HostName Serious High Med Low Info '
1921681 1 Host-192-168-1-1 - 1 5 - 19 Sttt \
192.168.1.10 - 1 1 - 17 e . o e
W PNR LA
192.168.1.108 Host-192-168-1-108 - - 1 - 12
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User Accounts Reports
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Jsing CSET:
SAL, Network Arch Diagram, Inventory, Templates,
Security Controls Evaluation, Reports, Data
Aggregation & Trending, System Security Plan

EEEEEEEEE
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DHS CSET

e Stand-alone Software application
e Self-assessment using recognized standards

e Tool for integrating cybersecurity into existing
corporate risk management strategy

POTART A S ﬁ

A A CYBER SBBURITY EVALUATION 700
B B 1

=T

CSET Download:

https://www.us-cert.gov/ics/Downloading-and-Installing-CSET

SERDP+« ESTCP
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https://www.us-cert.gov/ics/Downloading-and-Installing-CSET
https://github.com/cisagov/cset

CSET and eMASS Relationship

Existing / Legacy

Systems

Passive Monitoring Tools
Nessus McAfee
Sophia Grass Marlin

RMF

Authorization

Package
Control Overlay
Inheritance
Assess Only

System List
Network Diagram
SSPs, POA&Ms
Artifacts

S

Build packages
in CSET, export
to eMASS or
Component
Registry

APMS
DADMS
EITDR
DHP SIRT

PIT Control System

Acquisition
90% Design CSET
66 — 95% Construction
FAT
100% Construction SAT

FUNDING
MILCOM / SRM
Security
Medical
Logistics
Weapons

Component Registries

DoD Information Technology Portfolio Repository (DITPR)

Authortative Data Sourte for Portfolio Management

Vendors/Contractor can use CSET to build eMASS packages!!
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CSET Process

Determine
Assurance
Levels

|

Standards Weighted
Questions Answers

Figure 3-1. CSET process.
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CSET Start
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Resource Library
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Home and Site Information
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ocal Installation
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Smat Burdng 1
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Cantravila VA
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First Name Lizt Nisrnie
Michasl Chpiery
Emasl
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Sector and Demographic Information
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ev CTNEICE 7 Questions & Resulls
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Seaxrty Assrance | o (S0 )

First Name Last Nama
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mchipley Epeeda 2 cam
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+ Ackl Corttact

Demographics
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= S10.000.000
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Security Assurance Level Selection
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FIPS 199 SAL Guidance

[ al 1 csEeT by | -+ - [m} >
ment/S/preparc/sa * T Z. = O

< > o oo D | localhost:46000/a

Il Resource Library @ Help~ & LAPTOP 24CJSVDC\nacub ~

Z’ Prepare ? Questions &3 Results

Overall Confidentiality Intagrity Availability

High High High High

Ihe FIPS 199 guide below will help you learn how to determine the overall secunty categonzation of the system under
assessment. If you are unfamiliar with the FIPS 199 SAL Determination screen, please read the guide before

proceeding

B8 F1PS 199 SAL Selection Guidance

Olher Guides

B FiPs 199 BB NIST SP800-60 Vol | [BE] NIST SP800-60 Vol Il

CIA Values Based on Selected Information Types

Check applicable information types

Type Lo I A
Air Transportation . D.11.3 LOw LOW LOW
(- Asset and Liability Management - C.3.2.1 LOW LOW LOW
[ Dudgel Cxecution C 235 LOW LOW LOW
(- Budget Formulation : C.2.3.1 LOW LOW LOW
(- Budgeting & Performance Integration : C.2.3.8 LOw LOW LOW SERDP+«ESTLCP
(. Capital Planning - C 232 LOW LOwW LOW SYM Posl U M
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FIPS 199 SAL Impact Levels

The potential impact is LOW if—

- The loss of confidentiality, integrity, or availability could be expected to have a limited adverse

effect on organizational operations, organizational assets, or individuals.

AMPLIFICATION: A limited adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a
degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the
effectiveness of the functions is noticeably reduced; (ii) result in minor damage to organizational assets; (iii) result in minor financial
loss; or (iv) result in minor harm to individuals.

The potential impact is MODERATE if—

- The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational operations,
organizational assets, or individuals.

AMPLIFICATION: A serious adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a
significant degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but
the effectiveness of the functions is significantly reduced; (ii) result in significant damage to organizational assets; (iii) result in significant
financial loss; or (iv) result in significant harm to individuals that does not involve loss of life or serious life threatening injuries.

The potential impact is HIGH if—

- The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on organizational

operations, organizational assets, or individuals.

AMPLIFICATION: A severe or catastrophic adverse effect means that, for example, the loss of confidentiality, integrity, or availability

might: (i) cause a severe degradation in or loss of mission capability to an extent and duration that the organization is not able to

perform one or more of its primary functions; (ii) result in major damage to organizational assets; (iii) result in major financial loss; or SERDP - ESTCP

(iv) result in severe or catastrophic harm to individuals involving loss of life or serious life threatening injuries. SYMPUSIU M
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FIPS SAL Information Types

W 2|5 cser x P = = x
— > O Em) D localhost: 46000 /asscssment/S/preparc/sa b g ) — g = O
ource Library @ Help ~ & LAPTOP 2 WD CWnacub ~
> ? Questions &3 Results
Overall Confidentiality Integrity Availability
CIA Values Based on Selected Information Types
Chaeck applicable information types
Type C 1 A
] Air Transportation "D 11 3 1 OW 1 OW 1 OwW
Asset and Liability Management . C.3.2.1 LOW LOW LOW
Budget Execution - C 235 LOW LOW LOW
| Budgelt Formulation . C.2.3.1 LOW LOW LOW

Budgelting & Performance Inlegration . €238 LOW LOW LOW
- Capital Planning : C.2.3.2 LOW LOW LOW
1 Collections & Recewables G326 1 OW MOD 1 OW
L] Contingency Planning . C.2.4.1 MOD MOD MOD
1 Continuity ot Operations - C 242 MOD MOD MOD
O Cost Accounting/Performance Measurement - C.3.2./ LOW MOD LOW

Cusitomaer Sarvicess C 261 LOW LOW LOW

SERDP+« ESTCP
O Disaster Preparednass & Planning : D.4.2 LOW LOW LOW
1 Fmeraency Resoonse 14 4 | OW HIGH HIGH SYM PU sI U M
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FIPS 199 SAL Answer Questions
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FIPS 199 SAL Special Factors
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Cybersecurity Standard Selection
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Cybersecurity Standards Selection
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Design and Network Component Selection

8 CSE-T-  FILE | TOOLS | RESOURCE LIBRARY | HELP Untitled Asscssment 1.csot *

E‘/ Preparation v

- -
P Assessment "’. Results ¥ = Diagram
- ull

Diagram and Network Component Selection

Building 2 diagram ol your system’s nelviark allows CSET Lo include component spealic guestions in your final guestion sel

This s ep 15 Nol required but complet nga netwark clagram has several benelits:

« Graphically capture a picture of your control system or information technology (IT) network,

« ldentify areas of vulnerability in your network and review recommendations for improvement.

«» Creates a foundation for the question set incorporated into the overall assessment and analysis process.

-
l[: Create a network diagram
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CSET 8.1 Network Diagrams
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Diagram — Tools, Templates,

Inventory

Diagram Tl

N ¢

lemplatas  Layers
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Diagram — Zones, Layers
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Diagram — Components
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GrassMarlin Plug-In
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Mode Selection
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Questions — Family, Detail, Info
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Analysis - Dashboard
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System Security Plan

L fa A alyse

SITE CYBERSECURITY PLAN

.
Et O e et £ e, e e o of PTG ey o

o o800l xokvm & SV 0R

e 0 - Comm— T ¢ W

Consequence

o wa~y

T EIRMOANCHE CF B A IO PO

o "y OO OO TATIN MWD RGTY 4 RCASE B8y

ity P ol o i g, Gt
g g Caraiter gvy Amsen

v ol

oot
04 IV JOCCN C° 9 AU SHE O SATU0MT FOW 1 IR TN SEACEEII0T JIIT G (e 0TI
ot ol 00 870 TN B LW I O I e F putvemon o C5ET

TR 308 O o0 K05-CERT math R 470 23
SRIO AL COGEN T TEX KV ACI000 HABWIAIITRD SEE S PO 16RO SOE MGATTRL

Cost dene't Anmyss

1 o g g s a0 S . Sty AN 2 Nt T D B St g e s ;P

11 Banic Made
$ABAN oty reotes debew e 8w of corader e GorSdewiity Inagrty and Sedebity The

ety £ 362 4 BCEIaE 43Ch o se IUEI N WIpect 10 date ard mwmes

wy

T A e

e 230d wamber darng yemviskcn by Inking 2 p

ik g e d g, Wl 4 €4 30w ey il

whase 1 3enc. ¥ 0% e aiced Jerly siar P oo PAmber 1 oy iy @ bresch of corfidenieity s
staunee

ok A3sear e

A Homeland
Security

. Tonhcuve iy B st R e R el T

-

172 gy

¥ rforvaics Moy Cat Pegrty TAsE Fairtinng BC 3EILHNG 1 BCILIRY ¥

& wotme e gl Tow o A e b
ol B 3ve 255 w1 releerial reegrty In detete

< L ardewnadinte ACD e

Tor arg e Taeon saten
¥ AR DTN SCNEIINg WRAIE LSAd 13 KW 384 PN e

’ J b bk g e By Mg ave sty
20000 2 5 el avalathe 3 B0 ST, YEATING BAORCE SINEETIN Coa 10 SO CEEge. hardvee
B e 203 syuws 4aadee Eaiaing 3oty 380 WE e peesring Cenakch wrice

noa

SERDP+« ESTCP

SYMPOSIUM

#SerdpEstcp2019




ESTCP FRCS RMF Tool — Coming Soon!

Instructions/Guidance

FRCS
Control
Ma.ster info dB Input Form
List CCl Baseline Database/Lookup
Security Control Baseline Default Test Results
FRCS Type Default Implementation Plan entries DoD entries Supplemental Doc/Sheet

Dropdown List ICS Overlay

Default Monitoring entries

eMASS Importable

Information Types
CIA Impact Levels

4

Start Here oys m Security Cat Control Info RISt
Information

Instructions Form Form
Form

CCl Test Results

FRCS Type Secrlty' / \
RMF Self-Assessment Handbook Impl Plan & Cont. Mon.
\_ %
Tool & RMF Mission Y D
Other Artifact Mapping
Resources | Templates to FRCS SERD,: ESTCP
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ESTCP FRCS RMF Tool

'm

CCl Test Results Fo

< oo PO ~ . ” N IST 800'82 Test Result Import Template: Test for Moderate vs High
- E d Swivdd beain Sh S ey = U 08w b mm et b e Yy tem Type: Platform IT System, DoD Component: USCG)
K Featrrne (1 # 8 =l b ol o W) T gy 800 82 ICS
2 oL R Ll il - BN $2OUUT0OZL 1O mammn T
- " . [l - [P -
e B Ove rI ay CCl Definition Implementation Guidante‘ EVIDENCE . :r-
.............
__, ) ) - e G \
A ol

Test Result Export Form
 eMASS format

e Autofill of CCl Test Results to apply ICS Overlay
Autofill of CCl Test Results for DoD-level policies
Autofill of CCI Test Results with UFC 4-010-06
supplemental controls to ICS Overlay

Auto-color to identify remaining User input

fields

e Excel formula provided to pull tool data int@-roe.estoe

g €MASS template for import SYMPUS'UM
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Applying the RMF to Organization IT Systems:
Protecting Controlled Unclassified
Information (CUI)
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Applying the RMF to Organization IT Systems - CUI

https://www.serdp-estcp.org/Investigator-Resources/ESTCP-Resources/Demonstration-Plans/Cybersecurity-Guidelines

] ﬁ‘dl [ Certificat= erer. Navigation €y Gbersecunty Guidelie X 4 W r ° -

DFARS Guide 2015 Guidance to
€ > 0O @ ooy ~ m E L@ )
P pralure Onlre € Chase Uniine Wislskargo - =£ Scottrade login - ¥y usan -wakomato [ HingMaas - A smaronFrme == bmpowssKetrament £ Cyberseourtty | @ Washirgton DU A4 Sta kehOIders for Implementlng

Capahk: Eascling configuratians, hows to Datect, Mitigate and Recower 3 FRCS that has Defense Fede ra I Acq u isition

been sttacked/compromised

Protecting DoD Controlled Unclagsified Information (CUI) Regu Iatio n S u p p I e m e nt — Th is

Al ESTCP projacts that wil calees, transmit, or stare QU1 data must have s currant Cyhar
Ris¢ Maragemant Pan (CRMP) TAW with NIST SP B00-171 and the DFARS CUT Guie, . . L]
compls oqaes o 0% 017 guidance is intended for

Terpeles ere provoed for wach of the documerts and U ESTCP ofTios wil essisl

o
OOTACtARRVErCoes to compiote a CRMP, Keta e tempiabas e be usad far dath k h Id h g d h
oorporate IT business systems and OT cemanzbation projacts, Tyvorcar CUL data on Sta e o e rs c a r e WIt
vorporabe [T systems nolodes desion dramings anvd sle infoemeboe (G, BIM, GIS),

o o o
pocFcations, kst ats, and consumOTian sk (ete, e ceta). Typleal CUI an OT protection of unclassified
projeds incudes retacrk balfic (Modbus, BACKEL, TCP/IP) Letween BMI arg ower kel
contralers, nonfiguratian Fles, hardaare/saftaare wersiors anc hashes, and cansumatian

controlled technical information
The folkrwing documents are bypcaly induded in the CRP; ° e, ®
;, (CTI) resident on or transiting
epp————— A through contractor information

FeaRAMP tomplate

* Plan of Action & !'-1.|_c.:.-.:::c:; "-':J-!:M‘; ase the modfied FadAMP templates (GSA and syste m ( s) cove red by D FA RS 252_

DD provided) { 2000 slafie)

I:;:;‘::m Systams Cortingancy ard COMOPS Fan (1SCP) - use the madifiad FedRAMP 204-70 1 z (Safegu a rd i ng

et Incident Copemunications Plan (EICP) - use the modified FedRAMP tamplte (

=STC2 E1C° Grephes) Unclassified Controlled Technical

* CverlyIncident Response Mun (CIRF) = use the modfiad FadRAM® termplietes

¢ Sywiem Sacurry Flan (S5F) - recommend usng the CELT tool /templete

¢ US-CLRT Inocent Responss formm — use the excel file template for & nan-DaD cata M
. Information).

* CICS™ A510.018 - Cyber Indeert Hancling Program 2012 - use the procedures cusliined

SERDP+« ESTCP

SYMPOSIUM

#SerdpEstcp2019




Applying the RMF to Organization IT Systems - CUI

Protecting Controlled Unclassified Information

All ESTCP projects that will collect, transmit, or store CUI data must have a current Cyber Risk Management Plan
(CRMP) IAW with NIST SP 800-171 and the DFARS CUI Guide, compliance required by Dec 2017.

Templates are provided for each of the documents and the ESTCP office will assist contractors/vendors to
complete a CRMP. Note the templates can be used for both corporate IT business systems and OT
demonstration projects. Typical CUl data on corporate IT systems includes design drawings and site information
(CAD, BIM, GIS), specifications, test results, and consumption data (meter, site data). Typical CUl on OT projects
includes network traffic (Modbus, BACNet, TCP/IP) between HMI and lower level controllers, configuration files,
hardware/software versions and hashes, and consumption data (meter, site data).

SERDP+« ESTCP
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Protecting Controlled Unclassified Information (CUI)

The following documents are typically included in the CRMP and recommended sequence of completion:

* Event/Incident Communications Plan (EICP) — use the modified FedRAMP template and the ESTCP EICP
Graphics
* Event/Incident Response Plan (EIRP) — use the modified FedRAMP templates
e US-CERT Incident Response Form — use the excel file template for a non-DoD data incident
e CJCSM 6510.01B - Cyber Incident Handling Program 2012 — use the procedures outlined in the manual
* DFARS Incident Response Form — use the excel file template for a DoD data incident and the DBNet
portal
* Information Systems Contingency and CONOPS Plan (ISCP) — use the modified FedRAMP template.
* Security Audit Plan (SAP) — use the modified NIST template
» System Security Plan (SSP) — recommend using the CSET tool/template NIST SP 800-171
* Security Assessment Report (SAR) — ESTCP does not require a SAR, however, many insurance companies or
AQO’s may require a SAR. An organization can use the modified FeEdRAMP template.
* Plan of Action & Milestones (POAM) — use the modified FedRAMP templates (GSA and DoD provided)

SERDP+« ESTCP
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Protecting Controlled Unclassified Information (CUI)

DFARS Guide 2015 Guidance to Stakeholders for Implementing Defense Federal Acquisition Regulation Supplement — This
guidance is intended for stakeholders charged with protection of unclassified controlled technical information (CTI) resident
on or transiting through contractor information system(s) covered by DFARS 252-204-7012 (Safeguarding Unclassified
Controlled Technical Information). CTl is technical information with military or space application that is subject to controls on
its access, use, reproduction, modification, performance, display, release, disclosure, or dissemination. This guide will assist
stakeholders in carrying out their responsibilities should a defense contractor report a compromise on a contract that
contains unclassified CTI.

DFARS 252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting — This is the DFARS Contract
clause an investigator should look for in their contract/subcontract. If the ESTCP contract does not include this clause, contact

the ESTCP office so a modification can be issued.

NIST SP 800-171 Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations - The
protection of Controlled Unclassified Information (CUI) while residing in nonfederal information systems and organizations is
of paramount importance to federal agencies and can directly impact the ability of the federal government to successfully
carry out its designated missions and business operations. The requirements apply to all components of nonfederal
information systems and organizations that process, store, or transmit CUI, or provide security protection for sucherpr. esTOP
components. The CUIl requirements are intended for use by fngral agencies in contractual vehicles or othS¥M€Pﬂ%IUM
established between those agencies and nonfederal organizations. #SerdpEstcp2019



DIBNet Portal to Report Cyber CUI Incidents (CAC Required)

cts Third panty Fie X [ Cortalreruszqe has qrown x B Tre nzsticst rarsammvare, ool X Cyborsecunty

“ ¢ o |f') W tt o< /dibnet gad mildportal/intranes e © 5 & B @

W Capited Oen Crontit Car. MY 0S8 T T Amivitad Login T WML g - Ranicing.. ) Chawe Deliver - lagan .. b - 1 : ¢ - 21 I S T R

Welcome to the DIBNet portal

DoD's gateway for defense contractor reporting and voluntary participation in DoD’s DIB Cybersecurity Program.

Cyber Reports DoD’s DIB Cybersecurity (CS)
Program

N Meciu Asp rance Camncale 15 requred 10 repcrt 3 Cyder Inadert, appiang 10 e

DI €5 Pricegrm is il o posnsnidln i gl
W Safeguarding Coverad Defensa Information
and Cyber Incident Reporting

DFARS 252.239-7010 Cloud Computing Sesvices

The DIB CS Program is 3 voluntary public-private cybersecurity
partnership in which DoD and participants share cyber threat
information, mitigation and remediation strateges, and more.
FAR 52.204-23 Prohibition on Contracting for Hurdware, Software,

d Services Devalopad or Provided by Kas, ky Lab and Oth
Lo oo . bttt L A Gt a2 - 8 018 ¢S Parlicipan! Login | Voluntary Repuorl
Covered Entities [2)_Report

FAR 52.204-25 Prohibition on Contracting for Certain
Telecommunications and Video Surveillance Services or
Equipment. [ Report

Need Assistance? Need Assistance?

Contact the DIB CS Program Office
&3 OSD.DIBCSIAR malmil
R, Hotling: (703) 604 3167
L. Toll Free: (855) DoD-IACS
B Faox (571) 372-5434

<
r 3 o LM AM
n O Typo bese : . T wvans

=

Contacl DeD Cyber Crirne Center (DC3)
£ DCISEEC3.mil
L, Hotline (410) 881.0104
L, Toll Free: (877) 838 2174

https://dibnet.dod.mil/portal/intranet/ 102
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DFARS Incident Reporting Form (72 Hours)

DoD contractors shall report as much of the following information as can be obtained to DoD within 72 hours
of discovery of any cyber incident.

AuloSaye @ = % . ¥ DFARS QU Cybar Incdent Ragpartng Form 11-08-2017 - Saved to OneDrive ~ Michaal Chiplay Itl

Inset  Draw  Pagelayout Formulas  Data  Rewiew View  QuickBooks %) Tl me what you want to do

X C - ol = - . Tl - = <t - At - A
it Calilxi 11 - A A B _ |-  PWapTes Genieral . k| 4 ¢ € X gl L 7Y p
% Cony - 1= o B I [¥]Fill -

1 . B7U- "' v 1 v === €=2= FJMorgo&Conter ~ $ -% 2 Sl Conditonal formatas Col Insert Delete Format Flonr - Sort & Find &

¥ Format Painte - EsiMarg o * e Fomatting ~ Table v Styles = v - v B FHltar ~ Selact ~
Qipboard - Font : Alignment r Number 3 Stykes Colls Edrirg ~
Al - j 4,33 APPENDIX F. INCIDENT COLLECTION FORMAT |ICF) TEMPLATE ~
A 8 < -

1 :4.3.3 APPENDIX F. INCIDENT COLLECTION FORMAT (ICF) TEMPLATE

2 1) UNCLASSIFIED//FOR OFFICLAL USE ONLY (when filled in)

3 2.)FOR INTERMAL USE ONLY

4 3.)Report 1D: xxx-xxxxx

5 4.) Company Name: xxxx

6 5.) DUNS Number: xiomx

7 6.) Contract Number Affected |Additional contract numbers can be added on a subsequent page]: XX Xx-x-Xxxx

E 7.) Contract Clearance Level. xxxxxx

& 8.) Facility CAGE Code: xomio

10 9.) Does this incident affect doud services pravided to DaD?: xx
11 10.) Does this incdent impact unclassified controlled lechnical informalbion as delined in DFARS clause 252.204-70127: xxx
12 11} Last Name: Xomxxxx

13 12.) First Name: Xxxoox

14 13.) Position/Title: xxooomox

15 14.) Location : xxua oo

16 15, City: oo

17 16.] State: xooooexxx

18 17.) Poslal Code: xxxxx

19 18, Telephone: ou-xxx-xom

2019} E-mail Address: 0000000000 S00000 X000 -
DFARS Incident Reporting Form DFARS Submitung Media +) 4 SERDP+« ESTCP
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Advanced Control Systems Tactics, Techniques and
Procedures:
Detecting, Mitigating, Recovering and Reporting
Events/Incidents
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ACT TTP for DoD ICS

The scope of the ACI TTP includes all DoD ICS. DoD ICS, which include supervisory control and data
acquisition (SCADA) systems, distributed control systems (DFRCS), and other control system
configurations, such as skid-mounted programmable logic controllers (PLC) are typical configurations found

throughout the DoD. ICS are often used in the DoD to manage sectors of critical infrastructure such as
electricity, water, wastewater, oil and natural gas, and transportation.

Advance d Cyber Industrial Control System
Tactics, Techniques, and Procedures (ACI TTP)
for
Department of Defense (DoD)
Industrial Control Systems (ICS)

Version 1.0, Januan y 2016

3. How to Use These TTP
This ACI TTP is divided into essentially four
sections:

* ACI TTP Concepts (chapters 2 through 4)
* Threat-Response Procedures (Detection,
Mitigation, Recovery) (enclosures A, B, and C)
* Routine Monitoring of the Network and
Baselining the Network (enclosures D and E)
* Reference Materials (enclosures F through |
and appendix A through D) SERDP. ESTCR
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ACT TTP for DoD ICS

The Tactics, Techniques and Procedures can be used by any organization and apply to:

Information Technology (IT) Systems — Organization, Business and Home

Operational Technologies (OT) Systems — Any Kind (Utility, Building, Environmental, Medical, Logistics, Transportation,
Weapons, etc.)

The tools that will be used are almost all open source and free to use (premium or business versions are modestly
priced), MS Sysinternals, OS Forensics, Malwarebytes, Kali, Control Things 1/0, etc.

* Segment and VLAN organization IT and FRCS OT demonstration networks; DMZ’s with gateways and/or firewalls

* Separate the OS and OT data ( C: OS and D: OT data), enable BitLocker on OT drive
* Practice with the TTP’s

All PI’'s/Project Teams will need to have a Table-Top exercise and use the EICP and EIRP as a DFARS incident (use the
DFARS IR form), include an email with DFARS Exercise/Exercise/Exercise [ORGANICATION NAME] with a cc copy to
the ESCTP office

SERDP+« ESTCP
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ACI TTP Threat-Response Procedures

b. Threat-Response Procedures (Detection, Mitigation, and Recovery).

Detection Procedures (enclosure A) are designed to enable ICS and IT personnel to identify malicious
network activity using official notifications or anomalous symptoms (not attributed to hardware or
software malfunctions). While the TTP prescribes certain functional areas in terms of ICS or IT, in
general each section is designed for execution by the individuals responsible for the operations of the
equipment, regardless of formal designations. Successful Detection of cyber anomalies is best
achieved when IT and ICS managers remain in close coordination. The Integrity Checks Table
(enclosure A, section A.3, table A.3.1) lists the procedures to use when identifying malicious cyber
activity.

SERDP+« ESTCP

107 SYMPOSIUM

#SerdpEstcp2019



Baselining and Routine Monitoring

Baselining and Routine Monitoring of the Network.

Before the ACI TTP are adopted, ICS and IT managers should establish what a FMC network is as it
pertains to their specific installations and missions. The ACI TTP defines FMC as a functional recovery
point for both the ICS and the SCADA. Once this is defined, ICS and IT managers should capture the FMC
condition of their network entry points (e.g., firewalls, routers, remote access terminals, wireless access
points, etc.), network topology, network data flow, and machine/device configurations, then store these in
a secure location. This information should be kept under configuration management and updated every
time changes are made to the network. This information forms the FMC baseline. The FMC baseline is
used to determine normal operational conditions versus anomalous conditions of the ICS.

SERDP+« ESTCP
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Detection, Mitigation, Recovery Overview

(Entry Points for TTP)

(Outside of TTP)

. Routine

Detection

(Enclosure A)

Monitoring

M ISSM Mitigation

Guidance

Mitigation

(Enclosure B)

Mitigation Plan

ISSM Recovery

.......................................................................................

Recovery

.
»

Guidance

(Enclosure C)

CPT Assistance

Navigating Detection, Mitigation, and Recovery
Procedures

Detection, Mitigation, and Recovery Procedures are
contained within enclosures A through C. While
Detection Procedures lead to Mitigation Procedures,
and Mitigation Procedures lead to Recovery
Procedures, each enclosure can also be executed as a
stand-alone resource as well as be incorporated into
local procedures. The following is an overview for
navigating the Detection, Mitigation, and Recovery
portions of the TTP.
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E.2. FMC Baseline Overview

E.2. FMC Baseline Overview

a. Before the ACI TTP can be executed, operators should have several system characteristics documented. This
documentation forms the system’s current FMC baseline. Documenting the FMC baseline does not imply the

system may not already have an adversary present. In fact, many systems might have an adversary present. If an

adversary is present, and that adversary is lying in wait, if the adversary moves laterally or attempts to
communicate or otherwise initiate an exploit (and eventually the adversary will), the ACI TTP is designed to

Detect that type of movement by comparing system characteristics to its baseline.

b. This section provides specific details for developing the FMC baseline of an ICS. The FMC Baseline establishes
normal ICS behavior. During Routine Monitoring and the Detection Phase of the ACI TTP, normal behaviors are
compared to observed behaviors. If observed behaviors deviate from normal behaviors, these are either by
design (approved and intentional) or anomalous (unapproved, unintentional, not communicated, or nefarious).

SERDP+« ESTCP
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E.5. FMC Baseline Creation: Enclave

E.5. FMC Baseline Creation: ICS Enclave Entry Points
What you will need:

1. ICS Topology.
2. FMC Baseline Documents binder
3. Vendor documentation or Help web pages for devices being listed in the table.

a. From the next page, extract Table E-1: ICS Enclave Entry Points (make as many copies
as needed). Insert this table (and copies) into FMC Baseline Documents binder.

b. Use the ICS topology to identify all devices that provide entry to the ICS enclave from external networks. This
can be a router or firewall connecting the command’s enterprise, virtual private network (VPN) connections
(possibly connecting to an engineering workstation), wireless connections, and any asset vendors use to connect
from corporate locations to the ICS.

SERDP+« ESTCP
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F.1. Jump-Kit Introduction

F.1. Jump-Kit Introduction

a. Description. A Recovery Jump-Kit contains the tools the ICS team and IT team will need to restore a system

to its last FMC state during Mitigation and Recovery. Knowing what the Recovery point should be is the key to
ensuring all known remnants of an attack have been removed from all components of the ICS. This means all

hardware and software are configured in accordance with operational requirements, and checksums and
hashes are in conformance with vendor specifications.

b. Key Components

(1) Routine Monitoring

(2) Inspection

(3) Identification of adversarial presence
(4) Documentation

(5) Notifications

SERDP+« ESTCP
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F.1. Jump-Kit Contents

F.2. Jump-Kit Contents
a. Overview

(1) The Jump-Kit is a critical tool for the Recovery phase. In addition to containing the operating software for
all devices, it also contains the software hashes of the devices on the network and the firmware and
software updates for all system devices.

(2) During Recovery, the Jump-Kit will be utilized to reimage the firmware/software operating on the affected
device. Care shall be used when the Jump-Kit machine is used for the reinstallation/reimaging potentially
infected devices. The malware residing on the device, which is being reimaged, could manifest itself onto the
Jump-Kit machine, which could then re-infect other system devices when reconnected.

SERDP+« ESTCP
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F.1. Jump-Kit Contents

(3) Due to this potential back door access for malware, ensure that the Jump-Kit machine is connected only to
network devices that are completely isolated from the network. Additionally, the Jump-Kit should be write-
protected and/or operating in a virtual environment. Virus scans are performed after connection to each
device.

(4) The ICS Jump-Kit and the IT Jump-Kit can be combined or be separate depending on the environment and
system architecture. In general, a Recovery Jump-Kit should include the following:

Jump-Kit Contents: Documentation

* |Incident Notifications List: document contact information for command’s Information Assurance Manager
 Document stakeholders who could be affected by a Cyber attack on ICS
e Establish notification procedures with chain of command

SERDP+« ESTCP
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FRCS Cybersecurity Guidance with the TTP’s

- . . . Typical
Activity / Lead New Project Renovation Project Yp .
Duration
Conduct testing on initial Test FRCS solution in a Test FRCS solution in a
build test and development test_and development
Lead: construction/system | €nvironment to ensure environment to ensure
integrator system errors are found, system errors are found, 2 — 4 weeks

Documents/Models/Tools:

e Kali Linux
e SamuraiSTFU

corrected before solution
is deployed on network.

corrected before solution
is deployed on network.

Construction - conduct pilot

implementation deployment

Lead: construction/system
integrator

Documents/Models/Tools:
e Kali Linux
e SamuraiSTFU
e OIT IT Repository

e Penetration Testing
Scope, ROE, Checklist (if
_—TEqulired)
e Jump-Kit Rescue CD

—

Pilot implementation of
FRCS solution on a small
subset of user base to
evaluate solution against
real-world requirements.
Conduct site acceptance
testing, and if required
final penetration testing,
and create final approval
package.

h

Conduct site acceptance
testing, and if required
final penetration testing,
and create final approval
package.

Varies with size
of deployment
(number of
facilities and
interconnectio
ns)

S

115

Design and Construction Sequence
TTP Jump-Kit Rescue CD
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ENCLOSURE A: DETECTION PROCEDURES

Notification
et T A.2.1 Notifications

A4 Conrrt Disgrastize Tadie

Server/Workstation Anomalies
A.2. Event Diagnostic Procedures

N A.2.2 Server/Workstation: Log File Check: Unusual Account Usage/Activity
Gl o o A.2.3 Server/Workstation: Irregular Process Found

T A.2.4 Server/Workstation: Suspicious Software/Configurations
A.2.5 Server/Workstation: Irregular Audit Log Entry (Or Missing Audit Log)
A.2.6 Server/Workstation: Unusual System Behavior
A.2.7 Server/Workstation: Asset Is Scanning Other Network Assets
A.2.8 Server/Workstation: Unexpected Behavior: HMI, OPC, and Control Server

Fadaur A Dewedn Proces o A
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DETECTION PROCEDURES SERVER EXAMPLE 1

A.1.1 Event Diagnostics Table
Section | Event Description
Notification
A21 Notifications Cyber event notifications are issued by a variety of entities, A-5
including USCYBERCOM, ICS-CERT, or the command
directives.
Server/Workstation Anomalies
A22 Log File Check: Any host server or workstation, including SCADA equipment, A-6
Unusual Account | Anomalous entries can include:
Usage/Activity 1. Unauthorized user logging in,
2. Rapid andior continuous log-ins/log-outs,
3 beagd i rmal working hours.
/ 4. Numerous failed log-in attempts.
T 5. User accounts attempting to escalate account privileges. N~
K73 Irregular Process On any computer-based server, workstation(s), including AT
Found SCADA equipment, an iregular process was found.
A24 Suspicious Suspicious software and/or configurations were Detected on a A-8
Software/ server or workstation.
Configurations
A25 Irregular Audit Log | Applies to any computer-based host, including SCADA A-9
Entry (or Missing equipment, which generates an audit log. Irregular audit log
\ Audit Log) entry may involve the following entries: log is empty, date or time
is out of sequence, date or time is missing from an entry,
unusual access logged. security event logged. or i
A28 Unusual System ny : . T T A-10
Behavior 1. Spontaneous reboots or screen saver change.
2. Unusually slow performance or usually active central
processing unit (CPU).
3. CPU cycles up and cycles down for no apparent reason.
4, Intermittent loss of mouse or keyboard.
5. Configuration files changed without user or system
administrator action in operating system.
6. Configuration changes to software made without user or
system administrator action.
7. System unresponsive.
A27 Asset is Scanning | Human-machine interfaces (HMI), object linking and embedding | A-12
Other Network {OLE) for process control {OPC), or peripheral devices have
Assets known communication paths identified in the FMC data flow
baseline. When an asset is communicating outside the bounds
of the data flow baseline.
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DETECTION PROCEDURES SERVER EXAMPLE 1

A.2.3 Server/Workstation: Irregular Process Found

« Functional Area: IT or ICS
« Description: On any computer-based server, workstation, including SCADA equipment, an

ep Procedures

Investigation

1. DETERMINE if the new process belongs to an authorized installation:
a. New software was installed on to the system?
b. Was maintenance performed on the system, and if the new process was

installed during that maintenance? d
c. Is the new process a result of a patch update? /

No Action
Required

2. If the new process orized installation:

a. DOCUMENT the Severity Level as None (0) in the Security Log.
b. CONTINUE with the next diagnostic procedure. If all applicable

Wﬁne Monitoring.

/

If Action
Required

ﬁf the new process does not belong to an authorized installa

a. DOCUMENT in Security Log.

b. GO TO Section A.3, A.3.1 Integrity Checks Table. (See recommended
checks below.) LOCATE the integrity check associated with server or
workstation you are investigating and EXECUTE the Integrity checks.

Recommended Checks:
A.3.2.1 Server/Workstation Process Check
A_.3.2.2 Server/Workstation Log Review
A.3.2.4 Server/Workstation Communications Check
A.3.2.16 Peripherals Integrity Check
A.3.2.9 Controller Integrity Check A
A.3.2.13 Server/Workstation Rootkit Check
4. Once you have completed all appropriate Integrity Checks, GO TO s
A.2.29 Action Step.

B —

— —————
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DETECTION PROCEDURES SERVER EXAMPLE 1

A.3.2.1 Server/Workstation Process Check

Who should do this check:
The organization or individual responsible for the server or workstation
What is needed for this check:

1. FMC data fiow chart

2. FMC baseline topology

3. FMC baseline authorized process and tasks

4. FMC baseline software list

5. FMC baseline system information

Procedures

If the machine is responsive, EXECUTE steps a and b below. Once completed, RETURN to
this section, and resume with Step 2.

a. Section: A.3.2.2 Server/Workstation Log Review.

b. Section: A.3.2.3 Unauthorized User Account Activity.
If the machine is not responsive, GO TO Secton A.3.2.5 Server/Workstation Unresponsive
Check.

2, Iif Prog T7.a.2.2 of A.3.2.3 do not result in a Severity Level of Hig
D3
. Process Check: LAUNCH Sysintemnals:

SN process)

CHECK for processes that do not appear legitimate. This can indlude (but is not limited to)
processes that:

a. Have no icon or name.

b. Have no descriptive or company name.

c. Are unsigned Microsoft images.

d. Reside in the Windows directory.

e. Include strange uniform resource locators (URLS) in their strings.

f. Communicating with unknown IP address (use FMC data flow diagram to compare).

g. Host suspicious dynamic link library (DLL) or services (hiding as a DLL instead of a

for “packed” processes which are highlighted in purple.
If an anomal d:

a. DOCUMENT details of the event in Secunty Log
b. CONTACT system administrator responsible for the machine or the command ISSM
(1) REPORT suspicious process.
(2) REQUEST assistance in determining if the process is malicious (process may be
undocumented but normal)
(3) If the process is not malicious, DOCUMENT in Security Log, and EXECUTE
A.3.2 4 Server/Workstation Communications Check.
(4) If the process is malicious, DOCUMENT the Severity Level of High (3) in the
Security log
c. GO TO section A.2.29 Action Step.
If an anomalous process was not found:
a. DOCUMENT the Severity Level as None (0).
b. RETURN to the previous diagnostic procedure and continue with Recommended
Checks.
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DETECTION PROCEDURES SERVER EXAMPLE 1
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ENCLOSURE I: CYBER SEVERITY LEVELS

CHAIRMAN OF THE JOINT
CHIEFS OF STAFF
MANUAL

J-6 CJCSM 6510.01B
DISTRIBUTION: A, B, C, JEL, S 10 July 2012

CYBER INCIDENT HANDLING PROGRAM
References: See Enclosure H.

1. Purpose. This manual describes the Department of Defense (DoD) Cyber
Incident Handling Program and specifies its major processes, implementation
requirements, and related U.S. government interactions.

2. Cancellation. CJCSM 6510.014, 24 June 2009, “Information Assurance (IA)
and Computer Network Defense (CND) Volume I (Incident Handling Program),”
is canceled.

3. Applicability. This manual applies to the Joint Staff and to Combatant
Commands, Services, Defense agencies, DoD field activities, and joint and
combatant activities (hereafter referred to as CC/S/A/FAs).

4. Procedures. See Enclosures A through G.

5. Summary of Changes

a. Updates manual to include the new mission, processes, and procedures
of U.S. Cyber Command (USCYBERCOM), the subunified command of U.S.
Strategic Command (USSTRATCOM).

b. Updates manual based on Unified Command Plan (UCP) Change 1,
12 September 2011.

6. Releasability. This manual is approved for public release; distribution is
unlimited. DoD components (to include the Combatant Commands), other
federal agencies, and the public may obtain copies of this manual through the
Internet from the CJCS Directives Home Page--

http:/ /www.dtic.mil /cjcs_directives.

CJCSM 6510.01B CYBER INCIDENT HANDLING PROGRAM

(3) This enclosure provides requirements and methodology for
establishing, operating, and maintaining a robust DoD cyber incident
handling capability for routine response to events and incidents within
the Department of Defense. Additional guidance for cyber incident
handling for a crisis or in case of active hostilities will be issued by
USCYBERCOM as required.
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- asneeded.
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ENCLOSURE I: CYBER SEVERITY LEVELS

1.2. Cyber Severity Levels Overview

While ICS/SCADA can be attacked in a variety of ways, there are a number of steps that are common, or at least
present in most attacks. Each of these steps could yield some behavioral change in the system that could be
detected by an operator. However, not all Detections require a Mitigation action. Mitigation is a disruptive process,
which could degrade the operational capabilities. Given those circumstances, a more graduated approach to
Detection/Mitigation allows IT and ICS managers to take steps to assess the cyber event to determine what level of
response is required and react proportionately. Table I-1 provides the incident level severity rating approach used

in the ACI TTP.
SE:/Z:Y ACI TTP Definition CJCSM 6510.01B Definition
Has the potential to result in a The potential impact is high if the loss of confidentiality,
Level 3 | demonstrable impact to the integrity, or availability could be expected to have a severe
High commander’s mission priority, safety, or or catastrophic adverse effect on organizational operations,
essential operations. organizational assets, or individuals.
Mav have the potential to undermine the The potential impact is moderate if the loss of
Level 2 con}:mander’s E’]ission fority. safety. or confidentiality, integrity, or availability could be expected to
Medium . : priofity. Y. have a serious adverse effect on organizational operations,
essential operations. o T
organizational assets, or individuals.
Unlikelv potential to impact the The potential impact is low if the loss of confidentiality,
Level 1 yP o pact integrity, or availability could be expected to have a limited
L commander’s mission priority, safety, or L . -
oW essential operations adverse effect on organizational operations, organizational SERDP « ESTCP
P ' assets, or individuals.
Level 0 | Unsubstantiated or inconsequential . SYM PU SI U M
. Not applicable.
Baseline | event.

Table I-1: Incident Severity Levels #SerdpEstcp2019



ENCLOSURE I: CYBER SEVERITY LEVELS

. o Severity
Action Description Category Level
.. Method for unauthorized remote identification of,
Malicious : .
access to, or use of, an information system or
Command and . : . 7 3
information that is stored on, processed by, or
Control ” : :
transiting an information system
Exfiltration Information is leaked and used by an attacker 7 3
Defeating a Compromising a physical or logical system
Security Control | security control
Exploitation of a Something that takes advantage of a bug or
p . vulnerability in order to cause unintended or 7 3
Vulnerability o :
unanticipated behavior
Unsuccessful
Activity Attempt Unsuccessful logon attempts 3 2
Degradation Performance impact; means that performance 7 3
can be measured before or after event
Denial of Asset, system, or process unavailable for a Internal-3
. period of time. A DOS within an ICS network is 4
Service (DOS) . External-2
more serious than an external DOS attack
Modification Data, fl_Ie syste_m, sqftware, and!or_packet_s were 5 3
altered; set points either at rest or in transit
o Introduce suspect or malicious information into a
Injection 1 3
system
. Resources used for attackers own purposes;
Unauthorized : .
also, resources inappropriately used by a person 2 3

Use

in a position of trust

Table 1-3: Malicious Actions Table
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BLUF: ESTCP will provide SME’s to assist the
PI’'s/Project Teams complete RMF packages!!

Open discussion, Lessons Learned, Best Practices

EEEEEEEEE
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QUESTIONS

Michael Chipley

President, The PMC Group LLC
Cell: 571-232-3890

E-mail: mchipley@pmcgroup.biz
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